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OIIPEJEJIEHUA

B HacrosiieM [JOKYMEHTE MCIOJB3YIOTCSA CIEAYIOINE TEPMUHBI U HX
ONPEIECIICHHUS].

ABTOMATH3MPOBAaHHAS CHCTEMAa — CHCTEMA, COCTOSINAs W3 IEepCOoHala H
KOMIUIEKCA  CpPEACTB  AaBTOMATH3ALlMM  €ro  JEATENIBHOCTH,  pean3yrouas
MH()OPMAIIMOHHYIO TEXHOJOTHIO BBITIOJTHEHUS YCTAHOBICHHBIX (DYHKITUH.

AyTeHTUUKALMA OTNPABHUTEN JAAHHBIX — MOATBEPKICHUE TOTO, YTO
OTIPABUTENb MOTYYEHHBIX JAHHBIX COOTBETCTBYET 3aABICHHOMY.

be3onacHOCTh MEPCOHANBHBIX [JAHHBIX — COCTOSIHHE 3alUIIEHHOCTH
NEPCOHAJBHBIX  JIAHHBIX,  XapaKTepU3yeMoe  CIOCOOHOCTHIO  IOJIb30BATENEH,
TEXHUYECKUX  CPEICTB U  HUHPOPMAIMOHHBIX  TEXHOJOTUHA  00ECIeYuTh
KOH(DUACHIIUATBHOCTD, IEIOCTHOCTh U JOCTYIMHOCTh MEPCOHAJBHBIX JaHHBIX MPU UX
00paboTke B MHGOPMAIIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JAHHBIX.

buomerpuyeckue  mnepcoHaJibHble  JAHHbIe —  CBEJCHUS,  KOTOpbIC
XapaKTepu3yroT (PU3UONIOrHUYecKue OCOOCHHOCTH 4YeJIOBEKa W Ha OCHOBE KOTOPBIX
MOXHO YCTaHOBUTH €r0 JIMYHOCTh, BKIJIOYass (ororpaduu, OTHEYaTKH NabIEB,
o0pa3 ceT4yaTku r1Ja3a, OCOOEHHOCTH CTPOEHHUS Tella W JAPYTryl MOA00HYIO
uH)OpMaIIHIO.

baokupoBaHne nepcoHaNbHBIX JAHHBIX — BpEMEHHOE IpeKpalieHne coopa,
CUCTEMATU3AlMU, HAKOIUICHUS, HCIIOJIb30BaHUsS, PACIpPOCTPAHEHUS, MEPCOHAIBHBIX
JNAHHBIX, B TOM YUCJIE UX NIEPEAAUH.

Bupyc (KoMnbHOTEpPHBbI, MPOrPAMMHBII) — HCIOJIHAEMbIA TPOrPaMMHBIN
KOJT WM MHTEPHPETUPYEMBbI HA0Op HWHCTPYKIMH, OOJIaafoluii CBONCTBAMH
HECAaHKIMOHUPOBAHHOTO pPACHPOCTPAaHEHUsI W caMoBocnpous3BeneHus. Co3gaHHbIE
nyOnIMKaThl KOMITBIOTEPHOTO BHpYyCa HE BCErJa COBIAJAIOT C OPUTHHAIOM, HO

COXPAHSIOT CIIOCOOHOCTD K JaNbHEUIIIeMY pPacpoOCTPaHEHUIO u
CaMOBOCIIPOU3BEICHHUIO.
Bpenonocnasi  mporpamMma —  mporpamMma, — NpeAHa3HAYeHHas IS

OCYLIECTBJIICHUS HECAHKIIMOHUPOBAHHOIO JOCTyna U (WJid) BO3ACHCTBUS Ha
MEPCOHANILHBIC JTaHHBIE WJIH Pecypchbl WH(MOPMAIIMOHHONW CHUCTEMBI TEPCOHAIBHBIX
JAHHBIX.

BcnomorarebHble TeXHHYECKHE CPEACTBA M CHCTEMbI — TEXHUYECKHE
CpPEeACTBa M CHCTEMbI, HE MpEeIHA3HAUYCHHbIC I Mepeaadyu, 0OpadOTKU U XpaHEHUS
MIEPCOHAIBHBIX JTAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHHUYECKHUMU CPEACTBAMU
U CUCTEMaMHM, IpeJAHa3HAUYCHHBbIMHU s 00paOOTKH NMEPCOHANBHBIX JAHHBIX WA B
MOMEIIEHUSIX, B  KOTOPHIX  YCTaHOBJICHbI  WH(MOPMAIIMOHHBIE  CHUCTEMBI
[IEPCOHAIBHBIX TaHHBIX.
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Joctryn B onepanmuoHHYI0 cpexy KommnbioTepa (MH(pOpMALMOHHOU
CHCTeMbl NEPCOHAJILHBIX JAHHBIX) — IIOJyYEHHE BO3MOXKHOCTH 3aIllyCKa Ha
BBINIOJITHEHUE IITATHBIX KOMAaHJ, (PYHKIMH, TpOLEIyp OIEpaIllMOHHON CHUCTEMbI
(YHUUTOXKEHHS, KOMUPOBAHUS, TEPEMENICHUs] M T.I.), MCHOJHSAEMbIX (DaiiioB
MIPUKJIATHBIX IPOrPAMM.

Joctyn Kk unH$popManmm — BO3MOXKHOCTh MOJMy4eHUS WH(POpMAlUM U €€
MCMOJIb30BaHUsI.

3akiaI0uHoe YCTPOICTBO — DJIEMEHT CpeACTBAa CheMa HWH(OPMAITUH,
CKPBITHO BHEJIPSIEMBIi (3aKJIabIBAEMbIN WIIM BHOCUMBII ) B MECTa BO3MOYKHOT'O CheMa
uHpopmalm (B TOM 4YHCIE B OIrpaXICHHWE, KOHCTPYKIMIO, O00OpYyIOBaHME,
NpeAMEThI MTHTEPhEPA, TPAHCIIOPTHBIE CPECTBA, d TAKKE B TEXHUUYECKUE CPECTBA U
cucTeMbl 00paboTKu MH(GOpPMAIUN).

Jammmaemasi uHdopManus — MHOpMALUS, SBISIOIIASACS MPEIMETOM
COOCTBEHHOCTH M TOJIIEXKAILAs 3AIUTE B COOTBETCTBUU C TPEOOBAHUAMH MPABOBBIX
JOKYMEHTOB WM TPEOOBAHUSIMH, YCTAaHABIMBAEMBIMUA COOCTBEHHUKOM MH()OPMALIUH.

Nnenrudguxanuss — MpuUCBOEHHE CYObeKTaM U 00BbEKTaM JOCTyIa
uaeHTU(UKaTopa U (WIK) CpaBHEHHUE NPEABSIBIISIEMOro UACHTU(HUKATOpA C TIepeYHEM
PUCBOEHHBIX UJECHTU(PHUKATOPOB.

HNupopMaTUBHBII CUTHAJI — DJICKTPUYECKUE CUTHAIBL, AKYCTUYECKHUE,
AIIEKTPOMATHUTHBIE U JIpyrue (PU3MYECKUE TOJIS, MO MapaMeTpamM KOTOPBIX MOXKET
ObITb pacKpbiTa KOH(pHUACHIMAIbHAT HWH(pOpMalMs (IIEpPCOHAIBHBIC JaHHBIC)
oOpabaTbiBacMasi B UHGOPMAIMOHHOW CUCTEME MEPCOHATLHBIX JIAHHBIX.

NudopmanuonHas cucrema mnepcoHadabHbIX AaHHbIX (UCIIAn) —
nH()OpPMAIIMOHHAS CHCTEMa, MPEJICTARISIIONIasi cOO0M COBOKYITHOCTh NMEPCOHATBHBIX
JTAHHBIX, COAEpXKaIIMXCs B 0a3e JMaHHBIX, a TaKKe WHPOPMAITMOHHBIX TEXHOJIOTUN H
TEXHHYECKUX  CPEACTB, IO3BOJSIOMIMX  OCYIIECTBISATH  00pabOTKy  TaKuX
IICPCOHAJIBHBIX JaHHBIX C MCIIOJIB30BAHHCM CpPCACTB aBTOMATHU3allUKW WU oe3
HCIIOJIB30BAHHA TaAKHUX CPCIACTB.

HNudopmanmonnble TeXHOJIOTMH — TPOLIECCHI, METONbI IOHCKa, cOopa,
XpaHeHus1, 00padOTKH, TPEIOCTaBIICHHUS, PACTPOCTPaHEHUsT MH(POPMAITUK U CIIOCOOBI
OCYLIECTBJICHUSI TAKUX MPOLIECCOB U METOJIOB.

Hcnoab3oBanne MNepPCOHANBHBIX [JaHHBIX — JIecTBHA (Omepanuu) C
INEPCOHAJIBHBIMH JAHHBIMH, COBCPIIACMBIC OIICPATOPOM B LCIIAX IMPHUHATHUA peIHeHI/Iﬁ
WA COBEPIICHHUS WHBIX JECUCTBUN, MOPOKIAIOIIMNX IOPUIUYECCKUE TMOCIEICTBUS B
OTHOILIEHUH CYObEKTa MEPCOHANBHBIX TAHHBIX WA APYTUX JIUI] TUO0 MHBIM 00pa3zoM
3aTparvBarolMX IMpaBa U CBOOOJbI CYObEKTa MEPCOHANIBHBIX JAHHBIX WIH APYTUX
JIMII.



5

Hcrounux yrposbl Oe3omacHocTH HHGOPMAIMU — CYOBEKT JOCTYyIa,
MaTepUaibHbIA OOBEKT WM (PU3WYECKOE SIBJIICHUE, SIBIISFOLIMECS TPUYUHOM
BOZHMKHOBEHHS YTPO3bl 0€30MaCHOCTH WH(OpMAIIIH.

Kontposmpyemasi 30Ha — poCTpaHCTBO (TEPPUTOPHUS, 3MaHUE, YACTh 3/IAHUS,
MIOMEIIIEHHE), B KOTOPOM HCKITIOYEHO HEKOHTPOJIMPYEMOE MPeObIBaHE TTOCTOPOHHUX
JIII, @ TAKYKE TPAHCTIOPTHBIX, TEXHUYECKUX U MHBIX MAaTePUATTbHBIX CPEJICTB.

KonduaeHumaabHOCTh NMEPCOHAIBHBIX JTAHHBIX — 00s3aTeNbHOEe  JUIA
COOJIOJICHUST OTEPATOPOM WM HMHBIM TONYYHMBIIMM JIOCTYIT K TEPCOHAIBHBIM
JaHHBIM JIMIIOM TpeOOBaHWE HE JIOMYCKAaTh WX paclpocTpaHeHue Oe3 coriiacus
CyObEKTa MEPCOHATBHBIX JAHHBIX WM HAJMYHMS MHOTO 3aKOHHOTO OCHOBAHHUSI.

MeskcereBoii IKpaH — JIOKAJIbHOE (OTHOKOMITOHEHTHOE) W
(YHKIMOHATIBHO-PACTIPE/ICSICHHOE ~ NPOrpaMMHOE  (IIPpOrpaMMHO-aNapaTHoe)
CpeACTBO (KOMIUIEKC), pealn3yrollee KOHTPOJIb 3a MH(OopMaImel, MOCTyMnaroie B
MH(QOPMAIIMOHHYIO CHCTEMY MEPCOHAIBHBIX JaHHBIX M (WIM) BBIXOAALICH U3
UH(POPMAITMOHHOMN CHCTEMBI.

Hapyummresb 0€30aCHOCTH MEPCOHAJIBHBIX JAHHBIX — (DU3MUYECKOE JIUILIO,
CIly4allHO WM TPEJHAMEPEHHO COBEPLIAOIIEE JCHUCTBUSL, CIIEJICTBUEM KOTOPBIX
SIBJISIETCSI HAapyIIeHWE OE30MacHOCTH TIEPCOHATBHBIX JIAHHBIX MPU UX 00paboTKe
TEXHUYECKUMH CPEACTBAMU B MHPOPMAIIMOHHBIX CUCTEMAX MEPCOHATIBHBIX TAHHBIX.

HeaBTomMaTn3upoBaHHasi 00padoTKa NEePCOHANBHBIX JaAHHBIX — 00pa0oTKa
NEePCOHANBHBIX  JAHHBIX,  COJEpXKAIIUXCI B WH(DOPMAIIMOHHOM  cHCTEME
IICPCOHAJIBHBIX TAaHHBIX IU00 WU3BIIEUYEHHBIX W3 TakKOu CUCTCEMBI, CUHNTACTCA
OCYIIECTBICHHOU oe3 WCIIOJIb30BaHUS CpeACTB aBTOMAaTHU3alUU
(HeaBTOMATU3MPOBAHHOM), €CIU TaKUe JNEUCTBUSI C MEPCOHATBHBIMHU JaHHBIMH, KaK
HCTIOJIB30BAaHUE, YTOYHEHUE, PACIPOCTPAHEHUE, YHHUYTOXKEHUE IEPCOHAIBHBIX
JaHHBIX B OTHOIIICHUH KaXa0ro n3 CYGTDCKTOB IICPCOHAJIBHBIX  JAHHBIX,
OCYIICCTBJIAIOTCA IIPHU HCIIOCPCACTBCHHOM Y4aCTHH YCJIOBCKA.

HenexapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHAIBHBIE BO3MOXKHOCTH
CPEICTB BBIYMCIUTEILHON TEXHUMKHM, HE OINMCAHHbIE WM HE COOTBETCTBYIOIIVE
OITMCAHHBIM B IOKYMEHTAIMH, MPH UCTIOIE30BAHNU KOTOPHIX BO3MOXKHO HapYIICHHE
KOH(HUICHITUAIbHOCTH, ~ JIOCTYITHOCTA  WJIM  IIEJIOCTHOCTH  0OpabaThiBaeMOi
UH(pOpPMAIIIH.

HecaHKuMOHMPOBAHHBIN J0CTYNl (HECAHKIMOHMPOBAHHBIE JEHCTBUS) —
JOCTyNl K WH(pOpMaIMyM WM ACUCTBUS ¢ MH(OpMaIyel, Hapyllaroiye MpaBuia
pa3rpaHuyueHHsl TOCTYMa C UCIIOMB30BAHUEM IITATHBIX CPEJICTB, MPEIOCTABIISIEMbBIX
UH(OPMAIIMOHHBIMU CUCTEMaMHU MEPCOHATBHBIX JaHHBIX.
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Hocurens undgopmammm — Guznygeckoe JIMIO WA MaTepUATbHBIN 00bEKT, B
TOM 4Hclie (PU3UUECKoe ToJie, B KOTOpOM MH(OPMAITHs HAXOUT CBOE OTPAKCHUE B
BUJIC CHUMBOJIOB, OOpa30B, CHUTHAJIOB, TEXHUYECKUX PEIICHWA U TIPOIIECCOB,
KOJIMYECTBEHHBIX XapaKTePUCTUK (PU3MIECKUX BEITMUHH.

O0e3MunBaHue TMEPCOHAJIBHBIX JAAHHBIX — JCUCTBHUS, B pE3yJIbTaTe
KOTOPLIX HCBO3MOXHO OINPCACINTL MNPHHAAJICKHOCTL IICPCOHAJIBHBIX OAaHHBIX
KOHKPETHOMY CYOBEKTY MEpCOHAIbHBIX TaHHBIX.

O0pa0oTka mNepPCOHAJLHBIX JAHHBIX — JICHCTBUSL  (omepauuu) ¢
NEPCOHAIbHBIMU ~ JIaHHBIMHM, BKJItOUasi CcOOp, CHCTEMAaTU3allio, HAKOILICHHUE,
XpaHEHHE, YTOYHEHHE (oOHOBJIEHUE, U3MEHEHUE), UCIIOJIb30BAHUE,
pacrpocTpaHeHre (B TOM 4YHCIE Tiepefady), 00e3MYMBaHuE, OJOKHPOBAHHE,
YHUUTOXKECHUE TMEPCOHATILHBIX JIAHHBIX.

OﬁHIClIOCTyHHI)Ie MEPCOHAJTBbHBIC JAHHBIC — IICPCOHAJIBHBIC JaHHBIC, JOCTYII
HCOITPaHWYCHHOI'O0 Kpyra JHUI K KOTOPBIM IIPCAOCTABJICH C COIJIaCuAa CY6’b€KTa
INCPCOHAJIbHBIX MJAaHHBIX HWJIH Ha KOTOPBIC B COOTBCTCTBUU C d)ellepaJILHLIMI/I
3aKOHAaMH HE PacIpOCTPaHIETCs TpeOOBaHHE COOTIOACHUS KOHPHICHIINATLHOCTH .

Omneparop (mepcoHANBbHBIX JaHHBIX) — TOCYJAPCTBEHHBIM  OPraH,
MYHUIMNAJIbHBIA OpraH, IOpUINYEeCKOe WM (PU3MYECKOE JIMI0, OPTaHU3YIOIIEE U
(MM)  OCYIIECTBISIOIIEE OOpadOTKY MEPCOHAIBHBIX JIAHHBIX, a TaKXkKe
OIPEETISIONINE 1IN U COAEp)KaHre 00paOdOTKHU MEPCOHANLHBIX IAHHbIX.

TexHuyeckue cpeacrsa MH(OPMAIMOHHOM CHCTEMbI IMEPCOHAIBHBIX
JAHHBIX — CPEJICTBA BHIMUCIIUTEIBHON TEXHUKU, HH(POPMAIIOHHO-BEIYUCIUTEIILHBIE
KOMIUIEKChl U CETH, CPEJICTBA M CUCTEMBI Tiepenauu, mnpuema u odpaborku [1/1H
(cpeAcTBa W CHUCTEMBI 3BYKO3AITUCH, 3BYKOYCHJICHHS, 3BYKOBOCIIPOU3BEICHMUS,
MIEPETOBOPHBIE W TEJIEBU3UOHHBIE  YCTPOWCTBA, CpPEACTBA  HM3TOTOBJICHUS,
TUPAKUPOBAHUS JJOKYMEHTOB M JPYTHe TEXHUYECKUE CPEJICTBA 0OPaOOTKU pEUeBOM,
rpaduyecKom, Bu1e0- 1 OyKBEHHO-ITU(POBOM HH(POPMAITIH ), IPOrPaMMHbBIE CPEICTBA
(oTIepallMOHHBIE CUCTEMBI, CUCTEMBI YIPaBJICHUs 0a3aMu JaHHBIX U T.I1.), CPENICTBA
3alUThl THPOPMAITUH, TPUMEHSIEMbIE B UH(DOPMAIIMOHHBIX CUCTEMAX.

IlepexBat (MH(pOpMANMHU) — HETPABOMEPHOE TOJy4YCHHE HHPOPMAIUU C
HCIIOJIB30BAHHUCM TCXHHYCCKOI'O CPCACTBA, OCYIICCTBIIAIOMICTO O6H3py>KeHI/I€, IIpucMm
1 00pabOTKy MHPOPMATUBHBIX CUTHAJIOB.

IlepconanbHble  naHHBIe — Jr00as  uHbOpPMALUS,  OTHOCAIIASACS K
OMPENICICHHOMY WJIM ONpeAesiieMOMY Ha OCHOBAHMM TakoW HMHGpOpMALNU
duzndeckomMy ULy (CyObEKTY MEPCOHAIBHBIX JAHHBIX), B TOM YHUCIE €ro GpaMuiusi,
UMsI, OTYECTBO, IO/, MECSII, ]aTa U MECTO POXKJICHHS, aJpPeC, CEMEIHHOE, COLUATIbHOE,



MMYIIECTBEHHOE  TOJIOKEHHE, oOpa3oBaHue, mnpodeccus, AOXOIbl, Jpyras
uH(popmanus.

IToGouHbIE 3JIEKTPOMATHUTHBIE U3JIyYeHUs " HABOJAKU —
AJIEKTPOMArHUTHBIE M3JYyYEHUS TEXHUYECKUX CPEACTB OO0pabOTKH 3auiuiiaeMoit
nH(popMaIK, BOZHUKAIOIINE KaK TOOOYHOE SIBJICHWE U BBI3BAHHBIE DJICKTPUYECKUMU
CUTHAJIaMH, JCUCTBYIOIIUMHU B KX DJEKTPUUYECKUX M MArHUTHBIX LEMSAX, a TaKKe
AJIEKTPOMArHUTHBIE HABOJAKH HTUX CHUTHAJIOB HAa TOKOIMPOBOJAIINE JIMHHM,
KOHCTPYKIUHU U 1IN MTUTAHUS.

IMoanTHKA «YUCTOr0 CTOJA» — KOMIUIEKC OPraHU3alMOHHBIX MEPONPUSITUH,
KOHTPOJIMPYIOIIUX OTCYTCTBHE 3alKChIBAaHUA Ha OYMa)KHbIE HOCHUTEIM KIIIOUEH U
aTpuOyTOB J10CTyMa (Mapojeil) U XpaHeHUs! X BOJIU3H 0OBEKTOB JOCTYTIA.

IMoab3oBaTes b WHMPOPMANMOHHON CHCTEMBbI MEPCOHAJBHBIX JAAHHBIX —
JUI0, Yy4YacTBylomiee B  (QPYHKIMOHUPOBAHUM  MH(GOPMAIMOHHON  CHUCTEMBbI
NEPCOHANBHBIX JAHHBIX UM UCIIOJIB3YIOIIEe PE3yIbTaThl €€ (yHKIIMOHUPOBAHUSI.

IpaBuia pa3rpaHuyeHust A0CTyna — COBOKYITHOCTb MpaBuI,
pEerIaMEHTUPYIONTUX TIpaBa JOCTyIa CyOhEeKTOB JOCTYIa K 00bEKTaM JOCTYTIA.

IIporpammuas 3akjaaKa — KOJ IpPOrpaMMbl, MPEIHAMEPEHHO BHECEHHBIN B
IpOrpaMMy C LENbI0 OCYIIECTBUTHh YTE€UKY, U3MEHUTh, OJIOKMPOBATh, YHUUTOXKUTD
UHGOPMAIIMIO WX YHUYTOXKUTH U MOAUQPUIMPOBATH NPOrpaMMHOE oOOecreyeHue
MH(POPMAIIMOHHON CHCTEMbl TEPCOHAIBHBIX JaHHBIX W (WIM) OJIOKUPOBATh
arrapaTHbIe CpeaCTBa.

IIporpammuoe (mporpaMMHO-MaTeMaTH4YeCKOe) BO3/IeHCTBHE —
HECAHKIIMOHUPOBAHHOE  BO3JCHCTBME  HA  pPECypChl  aBTOMATHU3UPOBAHHOM
MH(POPMAIIMOHHON CHCTEMBI, OCYIIECTBISIEMOE C HCIOIb30BAHUEM BPEIOHOCHBIX
IPOTrpaMM.

PackpbiTHe NEPCOHAJBHBIX [JaHHBIX — YMBIIUICHHOE WIM CIy4anlHOe
HapylieHue KOHGOUIESHIINATbHOCTH MEPCOHATBHBIX TAHHBIX.

PacnpocTpaHeHue NMEePCOHAJIBHBIX JAHHBIX — JICVCTBHS, HANPABICHHBIE Ha
nepefadyy NEepCOHANbHBIX JAHHBIX OMNpEAEICHHOMY Kpyry Jul (mepenada
MEPCOHAIBHBIX [aHHBIX) WA Ha O3HAKOMJIEHUE C TEPCOHAIBHBIMH JIAHHBIMU
HEOTPAaHWYCHHOTO KPYTa JIUII, B TOM YUCJIe 00HAPOJOBaHHE MEPCOHATBHBIX JTAHHBIX B
cpencTBax — maccoBod — mHpoOpMammu, — pa3MenieHue B WHGOPMAIMOHHO-
TEJICKOMMYHHMKAIIMOHHBIX CETAX WM NPENOCTaBICHUE JOCTyNa K IEPCOHAIBHBIM
JTAHHBIM KaKUM-JIH00 MHBIM CIIOCOOOM.

Pecypc nndopmManmoHHONH CHCTEMbI — UMEHOBAHHBIA 3JIEMEHT CHCTEMHOTO,
MPUKJIATHOTO 1581051 arrmapaTHoro oOecrnieyeHust GYHKIIMOHUPOBAHUS
UH(POPMAITMOHHON CUCTEMBIL.



CnenuajbHble KaTeropuM IMEPCOHAJBHBIX JAHHBIX — [EPCOHAIbHbIC
JaHHBIE, Kacalolluecs pPACOBOM, HAUMOHAJIBHOM INPUHAJICKHOCTH, MOJIUTHYECKHX
B3IJISJI0B, PEIMITUO3HBIX WM (PUIOCOPCKUX YOEXKIECHUH, COCTOSHUSA 30pOBbSl U
MHTUMHOM KM3HU CyOBEKTa MEPCOHANIbHBIX TaHHBIX.

CpeacrBa BbIMHCIMTEILHONH TEXHHMKH — COBOKYITHOCTh TPOTPAMMHBIX H
TEXHAYECKMX  OJJIEMEHTOB  CHUCTEM  OOpabOTKM  JAHHBIX,  CIIOCOOHBIX
(YHKIIMOHUPOBATH CAMOCTOSITEIIEHO UJIM B COCTABE JIPYTUX CHUCTEM.

CyobekT aocryma (Cy0beKT)— JMIIO0 WIM IIPOLECC, JICHMCTBHUS KOTOPOTO
PETIIAMEHTHPYIOTCS TIPABUIIAMH pa3rpaHUYCHHUS TOCTYTIA.

Texnuvecknii KaHajd yredku WHGOPMAIMM — COBOKYITHOCTh HOCHUTEIS
uHpopMar  (cpeacTBa  00paboTKM), (PH3MUECKOM Cpembl  PacPOCTPAHCHHS
MH()OPMATUBHOTO CHUTHAla U CPEICTB, KOTOPHIMHU JOOBIBaeTCS 3allUIliacMast
UHpOpMAaIHSL.

TpchrpaanHaﬂ nmepeaada IMEPCOHATbHBIX JAHHBbIX — nepeaadya
IMMEPCOHAJIBHBIX JAHHBIX OIICPATOPOM HCPC3 FOC}’}I&pCTBGHHy}O IrpaHuly Poccuiickoi
@denepaniii  OpraHy BJIACTHM HWHOCTPAHHOTO TOCYIapCcTBa, (PU3NYECKOMY HWIIU
HPUINYCCKOMY JIMIY HHOCTPAHHOTO roCcyaapCTBa.

Yrpo3bl 0€30IaCHOCTH NMEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTb YCJIOBUM U
(akTopoB, CO3JAIOLIMX OMNACHOCTh HECAHKIIMOHMPOBAHHOIO, B TOM YHCIIE
CIIy4ailHOTO, JOCTYNa K MEPCOHAIBHBIM JaHHBIM, PE3YJIbTATOM KOTOPOTO MOMKET
CTaThb YHUYTOXXEHUE, U3MEHEHHE, OJIOKMPOBaHHE, KOMMPOBAHUE, PACTIPOCTPAHEHHUE
NEPCOHATIBHBIX JAHHBIX, & TAKKE MHBIX HECAHKIIMOHMPOBAHHBIX JCHCTBUM MpPH MX
00paboTKe B MHPOPMAIIMOHHOM CHCTEME MEPCOHATBHBIX JaHHbBIX.

YHHMYTOKEeHHE TEPCOHATIBbHBIX TAHHBIX — JICHCTBUS, B PE3YJIbTaTe KOTOPHIX
HEBO3MO)KHO  BOCCTAHOBUTH  COJIEp)KAHME  IEPCOHABHBIX  JIAHHBIX B
MH(POPMAIIMOHHON CHCTEME TEPCOHATBHBIX JIAHHBIX WM B PE3YJIbTare KOTOPHIX
YHUYTOXKAIOTCSI MaTepUalIbHbIe HOCUTENN MEPCOHATIBHBIX JaHHBIX.

YTeuka (ZammiaeMoi) HHEMOPMAIMHA IO TEXHHYECKHMM KAHAJIAM —
HEKOHTPOJIMPYEMOE pacipocTpaHeHne HHGPOpPMAIMKM OT HOCUTENS 3allUIacMOon
uHpopMalu  4yepe3  (QUBMYECKYI0 cpedy JI0 TEXHHYECKOr0  CPEJICTBa,
OCYIIECTBIIAIOIIETO MePEeXBaT UHPOPMAIIHH.

YupexaeHue — yapexaeHHs 3paBOOXPAHCHHS, COMAILHOU cephl, Tpyaa u
3aHATOCTH.

Ysa3BuMocTb — CnabOCTh B CPEACTBAX  3aUIUTBL, KOTOPYIHO  MOXHO
UCTIONTB30BAaTh ISl HAPYIICHNS CUCTEMBI HJTA COZIEpIKaIlieiics B HeWl MH(OopMaIvu.



HesocTHocT MH(pOPMAIMY — CITOCOOHOCTH CPENICTBA  BBIYMCIIUTEIIBHON
TCXHUKU WU aBTOMaTI/ISHPOBa}H-IOﬁ CUCTEMBI O0ECIIEUMBATh HEW3MEHHOCTD
MHpOpMALIMK B YCIOBUSIX CIIy4allHOrO W/WIA TPEIHAMEPEHHOTO HCKaXKEHUS

(pa3py1iieHus).
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OBO3HAYEHUSA U COKPALLIEHU S
ABC — aHTHBUpPYCHBIE CPEICTBA
APM —aBromMaTtu3upoBaHHOE paboyee MeCcTo
BTCC — BcnomorarenbHbIE TEXHUYECKHAE CPEACTBA U CUCTEMBI
NCII I — nadopMaImoHHas CHCTEMa MEPCOHATBHBIX JAHHBIX
K3 — kouTpOompyemas 301a
JIBC — nokaJibHasi BBIMUCIUTEbHAS CETh
MDD — MexCeTeBOM dKpaH
HC/I — HeCaHKIIMOHUPOBAHHBIN JOCTYII
OC — oniepaiioHHas cuctema
[1J11 — nepcoHanbHbIE TaHHbBIE
[IMB — nporpaMMHO-MaTeMaTUYECKOE BO3AEHCTBUE
1O — mporpaMmHOe obecnieueHne
[TOMHH — n10604YHbIE NEKTPOMATHUTHBIE U3ITy4E€HHS K HABOJIKU
CA3 — cucremMa aHaan3a 3alIUIIEHHOCTH
C3U — cpencTra 3amuThl UHQOpMALIUU
C3I1du — cucrema (moacucremMa) 3alliThl IEPCOHATBHBIX TAHHBIX
COB — cucrema o0HapyXeHHUSI BTOPKEHUN
TKY U — TexHndeckre KaHaJlbl yTeUKHd HHDOpMAaITU
VYBII/IH — yrpo3bl 0€30MacHOCTH MePCOHATLHBIX JJAHHBIX
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BBEAEHUE

Hacrosmas [Tonutuka unpopmanuonnoi 6ezonacuoctu (ganee — [lonuTuka)
MYHULUMAIBHOTO  YUYpexXaAeHuss  37apaBooxpaHeHusi  «l'opojckoil  JeTCKOM
CTOMATOJIOTMYECKOM  moyuKauHuku»  ([Jamee -  VYupexnaenus),  sBIgeTcs
opUIIUATBHBIM JOKYMEHTOM W TOATOTOBJIEHa B COOTBETCTBHH ¢ MeETOIUUYECKUMU
pEeKOMEHJAUsIMUA ISl OpraHu3alMM  3auuThl HUHpOpManuu 1pu  o0paboTke
MEePCOHANBHBIX JIAHHBIX B YUPEKICHHUSIX 3paBOOXPAHEHUs, COLMAIBHOU cdephl,
TpyJla ¥ 3aHATOCTH, pa3pabOTaHHBIMU MUHHUCTEPCTBOM 3/PAaBOOXPAHCHUS W
counanbHOro pa3sutus Poccuiickon denepanuu M coriiacOBaHHbIMU ¢ DeniepanbHOU
CITY>K00¥ TaMOKEHHOTO SKCIIOPTHOTO KOHTpoJis 22 aekadps 2009 rona.

[TonuTtnka pazpaboraHa B COOTBETCTBUU C IIEJISIMU, 33/1a4aMHU U MPUHIUIIAMHU
obecrnieueHus: OE30MACHOCTH TEPCOHANIBHBIX JaHHBIX M3JI0KeHHBIX B KoHienuuu
uHdopmanmonHoi 6e3onacHocty UCTIJI YupexxaeHusl.

[Tonmutka pa3paboTaHa B COOTBETCTBUU C TpeOoBaHusmu DenepanbHOTO
3akoHa ot 27 wmtons 2006 1. No152-®3 «O mepcoHaNbHBIX JaHHBIX» H
noctaHoBieHus [IpaBurennsctBa Poccuiickoit ®enepanun ot 11 nHosOps 2007 r.
Ne 781  «O6 yrBepxaenun Ilomoxkenus o0 oOecnedyeHun  0€30MaCHOCTH
NEPCOHATBHBIX JAHHBIX TMpU HUX 00paboTke B HMHPOPMALMOHHBIX CHCTEMaX
NEPCOHATBHBIX JaHHBIX», HA OCHOBAHUMU:

- «Pexomenmanmii mo oOecreyeHU0 0€30MacHOCTH MEPCOHATBHBIX JAaHHBIX
npu ux o0paboTke B HWHGOPMAIMOHHBIX CHCTEMaxX IEPCOHAIBHBIX JIaHHBIXY,
yTBepkIeHHbIX 3amectutenem aupekropa @CTIK Poccuu ot 15.02.2008 1.,

- «TumoBsIxX TpeOOBaHU 1o OpraHu3aIuu U 00ecTIeYeHU IO
(G yHKIIMOHUPOBAHUS U GPOBaTBLHBIX (kpunTorpaduaecKux) CPEJ/CTB,
NpeIHa3HAYCHHBIX JUIsl 3allUThl HMHPOpMAIMHM, HE COAEp)Kalleld CBEACHU,
COCTaBIIIOIIMX TOCYJApPCTBEHHYIO TalHy B cllydae €3 HCIOJIB30BAHUS IS
oOecrieueHus1 0E€30MaCHOCTH TMEPCOHANBHBIX JAHHBIX TIpH HuX 00paboTke B
WHOOPMAITMOHHBIX ~ CHUCTeMaxX  MEPCOHAIBHBIX  JIAHHBIX»,  yYTBEP)KICHHBIX
pykoBozactBoM 8 IlenTpa ®CB Poccum 21.02.2008 r. Ne 149/6/6-662.

B Tlomutuke omnpenenensl tpeboBanusi k mnepcoHany WCII[H, cremnens
OTBETCTBEHHOCTH TIEPCOHANA, CTPYKTypa U HEOOXOAMMBIA YPOBEHH 3alTUIIICHHOCTH,
CTaTyC M JOJHDKHOCTHBIE 00SI3aHHOCTH COTPY/IHUKOB, OTBETCTBEHHBIX 32 0OECTeUueHNe
6e3omacHocTy nepcoHanbHbIX HaHHbIX B UCII/IH Yupexnenus.


Приложение%204%20Концепция%20информационной%20безопасности.doc
Приложение%204%20Концепция%20информационной%20безопасности.doc
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1 O0mue moJ10KeHHUSsI

Lensro HacTosmel [lonutukm sBnseTcs oOecIeueHne 0€30IMacHOCTH 00BEKTOB
3aMUTH YUPEKICHUS OT BCEX BUIOB yIrpo3, BHENIHUX W BHYTPEHHHUX, YMBIIIICHHBIX
W HENpeJIHAMEPCHHBIX, MHUHHMH3AIUs yiiepOa OT BO3MOXKHOH pealu3aiyu yrpo3s
6ezonacuoctu [1/In (YBIIIH).

be3omacHOCTh MEpCOHANBHBIX JAHHBIX JIOCTUTACTCS TYyTeM HCKIIOUEHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIy4alHOTO, OCTyINa K TEPCOHATBHBIM
JAQHHBIM, PE3YJIBTATOM KOTOPOTO MOJXKET CTaTh YHUYTOXKEHUE, W3MCHCHHE,
OJIOKHpOBaHUE, KOIMMPOBAHHUE, PACTIPOCTPAHCHUE MEPCOHAIBHBIX JAHHBIX, a TAKKE
WHBIX HECAaHKIIMOHUPOBAHHBIX JCHCTBUH.

Nudopmarus U CBSA3aHHBIE C HEW pecypchbl JOJDKHBI OBITh JOCTYITHBI IS
aBTOPU30BAaHHBIX TIOJIb30BaTeNiel. JIOMDKHO  OCYIIECTBIATBHCS ~ CBOCBPEMECHHOC
oOHapy>xeHue u pearupoBanue Ha Y BII/IH.

JIOMKHO ~ OCYIICCTBIISITBCS ~ NMPEAOTBPAIICHHE  NPEIHAMEPEHHBIX WM
CIIy4aiiHBIX, YaCTUYHBIX WJIM TIOJIHBIX HECAHKIMOHMPOBAHHBIX MOIU(MUKAIMH HITN
YHUYTOXXCHUS JTAHHBIX.

CocTtaB 00BEKTOB 3alllMTHI TpecTaBicH B [lepeyHe MepCcOHAIBbHBIX JIAHHBIX,

IMOJICKAIIIN X 3aIHNTE.

Cocras UCII/In nmoexxamux 3amuTe, npeacrapieH B OTyeTe o pe3yiabTaTtax

POBEJICHUS BHYTPEHHEN IIPOBEPKH.

Hacrtosimas I[lonutuka wHbOpManmoHHOW O€30MacHOCTH OblLIa YTBEp)KIECHA
[JIABHBIM BpPauoOM MYHULHUIAIBHOTO YUpexXkAeHUs 31apaBooxpaHeHus «[opoackas

JIeTCKasi CTOMATOJIOTMYECKasl IMOJMKIMHHUKA» W BBEJEHAa B JEHCTBHE IMPUKA30M OT
« » 2011 roma Ne .


Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc
Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc
Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc
Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc
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2 ObaacTsb aeiicTBus
TpeboBanus HacTosen [lonuTHKN pacpoCTpaHSIIOTCS HA BCEX COTPYAHUKOB
VYupexaeHus: (IITaTHbIX, BPEMEHHBIX, pa0OTAOMINX MO KOHTPAKTY U T.II.), @ TAKKe
BCEX MPOYMX JUI] (MOAPSIAUYMKH, ayAUTOPHI U T.11.).
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3 Cucrema 3alIUThI NEPCOHAJIBHBIX JAHHbIX
Cuctema 3amuThl nepcoHanbHbIX HaHHbIX (C3I1/IH), cTpouTCs HA OCHOBAHUWU:
- Otuera 0 pe3ysibTaTax MPOBEJICHUS BHYTPEHHEN IPOBEPKHU;

- IlepeuHs mepCOHANbHBIX JAHHBIX, MOAICKAIIMX 3aIIUTE,

- AxTa KJIaCCI/Id)I/IKaLII/II/I HH(bODMaHHOHHOﬁ CUCTEMBI ICPCOHATIBHBIX TAHHBIX,

- Moaenu yrpo3 0Ee30IMacCHOCTH MNEPCOHAJIbHBIX TAHHBIX,

- [lo/lo)KeHUsT O  pa3rpaHMYEHUM IIpaB  A0CTyma K O6Da6aTBIBaCMBIM

INEPCOHAJBbHBIM N1AHHBIM,

- PykoBogsamux qokymeHToB ®CTIOK u @CB Poccun.

Ha ocHOBaHMM ATHUX JTOKYMEHTOB ONpPEACISIETCS HEOOXOAUMBIM YpOBEHB
samuuieHHoct [IIn xaxnpo HCIIJn VYupexnenus. Ha ocHoBaHuu aHanusa
aKTyaJbHBIX yrpo3 Oe3zomacHocT [I/In omucanHoro B Moaenu yrpo3 u OtdeTa o
pe3yibpTaTtax TMpPOBEICHUsS BHYTPEHHEW NPOBEPKE, JENACTCA 3aKIOYEHUE O
HEOOXOAMMOCTH HCIIOJIB30BAaHUSA TEXHUYECKUX CPEACTB U  OPTraHU3aIlMOHHBIX
MeponpusTuit s obecrnieueHus: 6e3onacHocty [1J[H. BriGpanHbie HeoOXoauMbie
MEpOTPUATHS OTpakaroTcs B [l1aHe MeponpusTuii mo obecneyeHu o 3amuthl [1/1H.

Hnsa xaxmgort MCIIAH momxkeH OBITH COCTaBJIEH CIUCOK HCIIOIb3YEeMBIX
TEXHHUYECKUX CPEACTB 3allUThl, a TaK ke MPOrpaMMHOI0 oOOecledeHUs
ydacTBytomiero B oopadotke I1JIH, Ha Bcex anementax UCII/IH:

- APM nonw3oBarerei;

- CepBepa NpuitoKEHUi;

- CYB/;

- I'panuna JIBC,;

- KananoB nepenaun B ceTu oOIIEro Mojab30BaHUs U (WIM) MEXKIYHAPOIHOTO
oOmMmeHa, eciu 1o HUM niepegarorces [1]1H.

B 3aBucumoctu ot ypoBHs 3ammuiieHHOocTH WCII[IH M aKkTyalbHBIX yIpo3,
C3I1JH MOXeT BKIIOYATh CIAEAYIOINE TEXHUUECKUE CPEACTBA:

- AaHTUBUPYCHBIE CPEJICTBA ISl pabOUMX CTAHIIMH MMOIB30BaTEIICH U CEPBEPOB;

- CpEACTBAa MEKCETEBOT0 SKPAHUPOBAHUS,

- cpencTBa  Kpunrorpaduyeckod 3ammuThl  MHOOpPMAIMK, TpHU Tepeaade
3amuiaeMoi THGOpMAaIHH 10 KaHajlaM CBSI3H.

Tak e B CHOUCOK JOJDKHBI OBITh BKJIIOYEHBI (YHKIWWA 3alIUTHI,
oOecrieunBaeMble IITAaTHBIMUA cpeacTBaMu 00pabotku I[IJ[H  omepanmoHHBIMU
cucremamu  (OC), mnpuxknagabiM [0 w  crnenwadbHBIMH — KOMILJICKCAMH,
peanu3yImKUMU CpeACcTBa 3alUuThl. CIUCOK (QYHKIIHMHI 3alIUTHI MOXKET BKIIOYATh:

- YIPaBJICHHUE U Pa3TPaHUUYECHUE TOCTYIIA MOJIb30BATENEH;

- PETUCTPALIUIO U YUeT IEUCTBUI ¢ HUHPOpMAIUEH;


Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc
Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc
Приложение%209%20Акт%20классификации%20информационной%20системы%20персональных%20данных.doc
Приложение%2011%20Модель%20угроз%20безопасности%20персональных%20данных.doc
Приложение%2010%20Положение%20о%20разграничении%20прав%20доступа%20к%20обрабатываемым%20персональным%20данным.doc
Приложение%2010%20Положение%20о%20разграничении%20прав%20доступа%20к%20обрабатываемым%20персональным%20данным.doc
Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc
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- o0ecrneynBaTh UEIOCTHOCTh TAHHbIX;

- IPOU3BOJUTH OOHAPYKEHUI BTOPKEHUIA.

Coucok MCHOJIB3YEMBIX TEXHHYECKHMX CpEICTB OTpaxkaercs B Ilnane
MEpONPUATANA 10 0OECHEYEeHMIO 3allUThl NEPCOHAJIbHBIX JAaHHbIX. CHnHCcoK

WCMOJIB3YEMBIX CPEJICTB JOJKEH MOAJAEPKUBATHCS B AKTyalIbHOM cocTosiHuM. [lpu
W3MEHEHUHU COCTaBa TEXHUYECKUX CpeacTB 3amuTbl win snemeHTtoB WCII/IH,
COOTBETCTBYIOIIUE WU3MEHEHHS NOJKHBI ObITh BHECEHBI B CIIUMCOK U YTBEPKICHBI
PYKOBOJUTEIEM YUPEKICHUS WA JTUIIOM, OTBETCTBEHHBIM 32 00ECIICUCHHE 3aIUTHI
[T]1n.


Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc
Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc
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4 TpeooBanus k noacucremam C3I1In
C3I1/Ix BItOUaeT B ceOsi CASAYIONIHNE MOICUCTEMBI:

YIPaBIEHUS JOCTYIIOM, PETUCTPALIMM U YUETA;

oOecIieueHus HECJIOCTHOCTH U NOCTYITHOCTH,

AHTUBUPYCHOU 3aILUTHL;

MEXKCETEBOr0 SKPAHUPOBAHUS;

aHaJIn3a 3allUIICHHOCTH,

0oOHapyKeHUs BTOPKEHUI;

- KpUOTOrpapuyecKoil 3alIUThI.

[Moncucrembr C3II[IH uMMeOT pa3iauyHbld (YHKIMOHANT B 3aBHCUMOCTU OT
knacca HWCII[H, ompeneneHHoro B AkTe kjiaccuukauu WHOOPMaIMOHHOM

CUCTCMBI TICPCOHAJIBHBIX JAaHHBIX. CHnHcoK COOTBETCTBHUS q)YHKHI/Iﬁ IHOACHUCTEM

C3I1/IH kaccy 3alMIleHHOCTH npeacTasiieH B [IpuioxeHun.

4.1 IloacucTeMbl yIpaBJeHUs T0CTYIIOM, PerHCTPAIMU U y4eTa

[Toncucrema ympaBiaeHUs IOCTYIIOM, PETHCTpAIlMUd W ydeTa MpeaHa3HaueHa
JUTSL peaTu3alivy CICIYIONX (QYHKITUI:

- UICHTU(UKAIUY U TIPOBEPKA MOMJIMHHOCTU CYOBEKTOB OCTYIA MPHU BXOJE B
NCIIdH;

- UICHTU(PUKAIIMM TEPMUHAJIOB, Y3JIOB CETH, KaHAJIOB CBA3M, BHEIIHHUX
YCTPOUCTB MO JIOTUYECKUM UMEHAM;

- uACHTU(HUKAIIMA TMPOTpaMM, TOMOB, KarajoroB, (aiioB, 3amucei, monei
3anucel 1o UMEHaM;

- peructpanuu Bxoja (BbIX0Aa) CYOBEKTOB JIOCTyIIA B CUCTEMY (K3 CHCTEMBI),
aub0 perucTpanusi 3arpy3Kd ¥ WHULHMAIWA3AIUN OTNEPAallMOHHON CHUCTEMBI U €€
OCTaHOBA.

- peTUCTpallM  TOMBITOK JOCTYMAa MPOTPAMMHBIX CPEACTB (IIpOrpamm,
MPOLIECCOB, 3a/1a4, 3aJaHui) K 3alIuiaeMbiM (aitnam;

- peTUCTpallM TOMBITOK JOCTYNa MNPOTPAMMHBIX CPEACTB K TEpMHUHAIaM,
KaHaJlaM CBSI3H, IPOrpaMMam, TOMaM, Karaioram, Qaitnam, 3ammucsim, moJsiM 3aliCcen.

[Toncucrema ymnpapieHUs] JOCTYIOM MOXKET OBITh peajii30BaHa C MOMOIIbIO
TaTHBIX cpencTB 00padoTku [1/1H (onepaunoHHbIx cucteMm, npunoxenuii 1 CYBJI).
Tak xe MoOXeT OBITh BHEIPEHO CHENUATIbHOE TEXHUYECKOE CPEACTBO WM HX
KOMIUIEKC OCYIIECTBIISIIOIINE JIOMOJHUTEIbHBIE MEPbl M0 ayTeHTU(PUKALUUU U
KOHTpont0. Hampumep, mNpuUMEHEHUE €IUHBIX XPAHWIMIL YYETHBIX 3amucei
MOJI30BATENICH U PETUCTPALIMOHHON MH(OPMALINH, UCTIOIB30BAaHUE OMOMETPUUECKUX
U TEXHUYECKUX (C MOMOILbIO ANEKTPOHHBIX MPOIYCKOB) MEp ayTeHTU(DHUKAUUU U

IPYTHUX.


Приложение%209%20Акт%20классификации%20информационной%20системы%20персональных%20данных.doc
Приложение%209%20Акт%20классификации%20информационной%20системы%20персональных%20данных.doc
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4.2 lloncucrema odecrevyeHUs HeJOCTHOCTH U IOCTYITHOCTH

IToncucrema obecrniedyeHus: LEIOCTHOCTH M JOCTYIHOCTU IIPEJHA3HAYEHA IS
oOecreyeHus: 1ENOCTHOCTU M AocTynHocTH IIJIH, mporpamMMHBIX M ammapaTHbIX
cpencts UCIIIH YupexnaeHus, a Tak € CPEACTB 3alUThl, NPU CIy4YalHON WIH
HaMepEeHHOU MOAN(PUKALIUH.

IToncucrema peanu3syeTcsi ¢ HIOMOILBIO OPraHU3aluu PE3EPBHOIO KOITUPOBAHUS
oOpabarbIBaeMbIX JaHHBIX, a TaK € pPE3ePBUPOBAHMEM KIIOUEBBIX HJIEMEHTOB
NCIIH.

4.3 lloncucreMa aHTUBUPYCHOM 32U THI

[loncucremMa aHTHBUPYCHOM 3alllUThl NpeIHAa3HAuU€Ha I  OOecredeHus
AHTUBUPYCHOM 3a1uThl cepBepoB 1 APM nonb3oBareneit UCIT[H Yupexaenus.

Cpencrtsa aHTUBUPYCHOW — 3alllMTHl  MpPEJHA3HAYEHbl JUIA  peali3aluu
CHEAYIOIMMX (PYHKITHN:

- PE3UACHTHBI AHTUBUPYCHBIN MOHUTOPHUHT

- AHTUBUPYCHOE CKAaHUPOBAHUE;

- CKpUIIT-0JIOKUPOBAHUE;

- IICHTPAJIM30BaHHYIO/YIaJIEHHYIO YCTAaHOBKY/ACHMHCTAIUIAIMIO aHTUBUPYCHOTO
IIPOAYKTa, HACTPOWKY, AAMUHUCTPUPOBAHUE, IPOCMOTP OTYETOB U CTATUCTUYECKOMN
uH(dOopMaIuu 1o padbore MpPoayKTa;

- aBTOMAaTU3MPOBAHHOE OOHOBJIEHNE AHTUBUPYCHBIX 0a3;

- OTPAaHUYEHUE IIpaB II0Jb30BATENSl HAa OCTAHOBKY MCIIOJHAEMBIX 33134 U
M3MEHEHUS HACTPOEK aHTUBUPYCHOTO MPOTPAMMHOT0 00€CTIeUeHUs;

- ABTOMAaTUYECKUM 3aIyCK Cpa3y MOCJE 3arpy3KHU ONEPAOHHON CUCTEMBI.

ITogcucrema peanusyeTcs MyTeM BHEAPEHHUS CIICLIUAJIBHOIO aHTUBUPYCHOTO
nporpaMMHoro obecrneuenus Ha Bce anemeHTsl UCITIH.

4.4 TloacucremMa MeKCeTeBOr0 IKPAHUPOBAHUSA

[Toncucrtema MeKCETEBOrO 3KpaHUPOBAHUS IMpEAHA3HAUEHA IS pean3aluu
CEMYIOMMX (DYHKITHA:

- punbTpanuu OTKPHITOrO0 H 3ammdpoBaHHOrO (3akpeiToro) IP-tpaduka mo
CJIeAYIOIINM IapameTpam;

- pukcanm BO BHYTPEHHUX JKypHaidax WHPOpPMAMKA O TPOXOISAIIEM
OTKPBITOM U 3aKkpbiToM IP-Tpaduke;

- uACHTU(PUKAIMY ¥ ayTEHTU(DUKAINIO a]MUHUACTPATOPA MEKCETEBOTO IKpaHa
MIPU €ro JIOKAJbHBIX 3aMpocax Ha JOCTYII,
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- perucTpany BxoAa (BBIXOAA) aIMUHHUCTPATOpa MEXCETEBOIO 3KpaHa B
cucteMy (M3 CHCTEMbl) JMOO 3arpy3Kd W HHHULHMAIW3AIUM CUCTEMBI M €€
MIPOrPaMMHOTO OCTaHOBA;

- KOHTPOJISl IEJIOCTHOCTH CBOEH MPOrpaMMHON M HHPOPMALIMOHHOW YaCTH;

- (uIBTpALUU MMAKETOB CIIYKEOHBIX MPOTOKOJIOB, CIY)KAIIUX JJISl TUarHOCTUKU
U ympaBJieHus: paboTON CETEBBIX YCTPOUCTB;

- punbTpaMu C yY4E€TOM BXOJHOIO M BBIXOJHOIO CETEBOro MHTepdeiica kak
CPEICTBO MPOBEPKHU MOAJTUHHOCTH CETEBBIX aJIPECOB;

- PETUCTpALIMH U yYeTa 3alpaliiBaeMbIX CEPBUCOB MPUKIIATHOTO YPOBHS;

- OJTOKUpPOBaHUs JOCTyINa HEUACHTHU(PUIUPOBAHHOIO OOBEKTAa WM CYyOBEKTa,
NO/UIMHHOCTh KOTOPOTO TMpH ayTeHTU(UKAIMK HE MOATBEPAWSIACh, METOIaMH,
YCTOMYMBBIMH K NIEPEXBATY;

- KOHTPOJISl 32 CETeBOM AKTUBHOCTHIO MPUIIOKEHUN M OOHAPYKEHMSI CETEBBIX
arak.

[Toncucrema peanusyeTcsi BHEAPEHUEM POrPaMMHO-aINAPaTHBIX KOMILIEKCOB
MEXKCETeBOro 3kpanupoBanus Ha rpanuue JICB, kiaccom He Huxe 4.

4.5 IMoncucreMa aHaJaM3a 3aIMIIEHHOCTH
[loncucrema aHanmu3a 3alIUIIEHHOCTH, JOJDKHA OOECIEYUBATH BBISBICHUS
ySI3BUMOCTEH, CBsI3aHHBIX C ommoOkamu B koHburypamuu [1O HCIIAH, koTopsie
MOTYT OBITh UCIIOJIb30BaHbl HAPYIIUTEIEM JJI pealn3aly aTaku Ha CUCTEMY.
OYHKIIMOHANI TOJACUCTEMBI MOXET OBITh pealn30BaH MPOTPAMMHBIMU U
IPOrpaMMHO-AIIAPATHBIMUA CPEICTBAMM.

4.6 Iloacucrema oOHAPYKeHUsI BTOPKeHU
[Toncucrema oOHapyKeHHUS BTOP)KEHHUM, MOJDKHA OOECIIEUHBATH BBISBICHUE
cereBbIX aTak Ha 1eMeHThl MCII/IH moakroueHHBIE K CETSAM OOIIETo MOJIb30BaHUS U
(W1K) MEXTYHapOIHOIO OOMEHA.
OYHKIIMOHANI TOJCHUCTEMBl MOJXKET OBITh peajnu30BaH MPOTPaMMHBIMH U
MPOrpaMMHO-aNMapaTHBIMU CPEICTBAMMU.

4.7 Iloncucrema kpunrorpagpuyeckoi 3alMUThI
[Toxcucrema kpuntorpadudecko 3aImMThl IMPEeIHA3HAYCHA I HCKIIOYCHUS
HC/I x 3amumaemoii uadopmarun B UCIIJIH YupexaeHus, npu ee mepeaadd Io
KaHaJlaM CBS3W CeTei 00IIero mojap30BaHus U (MJIK) MEXKIYHApOIHOTO OOMEHa.
[Togcucrema peanu3yeTrcss BHEIPEHHS KPUNTOrpapuUEeCKUX MPOrPaMMHO-
arnmapaTHBIX KOMIIJIEKCOB.
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5 Hoan3oBarean UCIIIn

B Konuenimu wuHpOpMaIMOHHON 0€30MacCHOCTH OMNPEACIICHbl OCHOBHBIC

KaTeropuu TmoJib3oBaTeneil. Ha oOCHOBaHMM 3TUX KaTeropuu [OJKHA ObITh
npousBeneHa tunuszanus nosp3oBareneid MCII/IH, onpeneneH ux ypoBeHb 10CTyIA U
BO3MOKHOCTH.

B MUCIIJJH VYupexneHus MOXKHO BBIACIUTh  CIECAYIOIIHE  TPYIIIbI
M0JIb30BaTelIel, y4acTBYIOIMUX B 00paboTke u xpaHeHuu I1/1H:

- Aamunuctparopa UCII/H;

- AnMuHHCTpaTopa 0€30MacHOCTH;

- Oniepatopa APM;

- AAMUHHCTpATOpa CETH;

- Texunyeckoro  creuuaigucrta 1O  OOCHYXHBaHUIO  nepudepuitHOrO
000opy10BaHUS;

- [Iporpammuct-pazpadbotunk UCII/IH.

JlaHHbplE O  Tpynmax  IOJIb30BaTelsiX, YypPOBHE MX  JOCTyna Hu
MH(GOPMHUPOBAHHOCTHU JOJHKEH ObITh oTpaxkeH B [losioxkeHue o pasrpaHMYeHHUH IMpaB

JIOCTYIIAa K 00pabaThIBAEMbIM IIEPCOHATBHBIM JTAHHBIM.

5.1 Anmunuctpartop UCIIIn

Anvunuctpatrop WCIIAH, coTpyaHUK YUpexkIeHUs, OTBETCTBEHHBIM 3a
HAaCTPOUKY, BHEJIPECHUE 151 COIPOBOXKICHUE NCITH. ObecrieunBaeT
dbyHKIIMOHUpPOBaHKE MoAcucTeMbl ynpasieHus aoctynoM MCII[IH u ynomHomoueH
OCYLIECTBIIATH MPEAOCTABICHNE U Pa3rpaHUYEHUE JOCTya KOHEUHOT'O TI0JIb30BATENS
(Onepatopa APM) K sieMeHTaM XpaHsIIUM NIEPCOHATIbHbIC IaHHBIE.

Anmunuctparop UCII/In obnagaeT cieayronmM YpoBHEM JOCTYIIA U 3HAHUINA:

- o0namaer moiaHoU nHQopMaIenn 0 CHCTEMHOM U MPUKJIATHOM MPOTPAMMHOM
ob6ecneuenuu UCIIH;

- o0namaet nmoHOM MHGOPMAIE O TEXHUYECKUX CPEACTBAX M KOHPUTypaluu
NCIIdx;

- IMEET JIOCTYIl KO BCEM TEXHUYECKHUM CpeacTBaM o0paboTku nHpopmanmu u
naaabeiM UCI/H;

- o0namaer mpaBaMu KOH(DUTYpUPOBAHUS M ATMUHUCTPATHBHOW HACTPOWKHU
texHudyeckux cpencts UCIIJIH.

5.2 AaMuHHCTpaTOp 6€30MaCHOCTH
AIMUHHUCTpATOp 0€30MAaCHOCTH, COTPYAHUK YUpeKJAeHUsl, OTBETCTBEHHBIN 3a
¢bynkunonupoanue  C3I[JJn,  Bkiarouass  OOCHy)KMBAaHHE€ U HACTPOUKY
aIMUHUCTPATUBHOMN, CEPBEPHOM U KIMEHTCKOW KOMIIOHEHT.


Приложение%204%20Концепция%20информационной%20безопасности.doc
Приложение%2010%20Положение%20о%20разграничении%20прав%20доступа%20к%20обрабатываемым%20персональным%20данным.doc
Приложение%2010%20Положение%20о%20разграничении%20прав%20доступа%20к%20обрабатываемым%20персональным%20данным.doc
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Anmunuctparop Oe3omacHOCTH O0JafaeT CIAEAYIOIIMM YPOBHEM JIOCTYNa W
3HAHUM:

- obnanaer npaBamMu Aagmunuctpartopa UCIT/IH;

- obnanaet nonHou upopmaruent 06 UCIT/H;

- UIMEET JIOCTYI K CpeACTBaM 3alluThl UH(OPMAIMU U MPOTOKOIMPOBAHUS U K
yacTH KiIroueBbix aaeMmeHToB MCIT/H;

- HE UMEEeT MpaB JOCTYIa K KOHPUTYPUPOBAHUIO TEXHUUECKUX CPEACTB CETH 32
UCKJIFOUEHUEM KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX).

AnamuHucTpaTop 6€30MacHOCTH YIOJTHOMOYEH:

- peanu30BbIBaTh NOJUTUKH Oe3omacHocTd B uactu Hactpoikun CK3U,
MEXKCETEBBIX IKPAHOB U CUCTEM OOHApYKEHHUs aTak, B COOTBETCTBUU C KOTOPHIMHU
noss3oBarenb (Onepatop APM) monydaeT BO3MOXHOCTh paboOTaTh € 3JIE€MEHTaMU
NCIIdH;

- OCYLIECTBIIATh ay/IUT CPEICTB 3ALUTHI;

- YCTaHAaBJIMBATh JOBEPUTEIBHBIE OTHOIIEHUS CBOEH 3alIUIIECHHON CETH C
CETAMU IPYTUX YUPEKICHUMN.

5.3 OnepaTop APM

Onepatop APM, coTpynHHK YUpEXKICHHS, OCYIIECCTBISIONUN 00paboOTKy
II1a. Oo6pabotka [/l BkIOYaeT: BO3MOXHOCTH mpocMoTpa [IJ[H, pyuHOl BBOJ
I[I1a B cucremy MCIIIH, QopMupoBaHue CIpaBOK U OTYETOB IO HH(OpPMAIIUH,
nonyueHHoit u3 MCIIJ[. Oneparop He HUMEET MNOJHOMOYMH JUIsi yIpaBlICHUS
nojcucteMamu o0paboTku naHHbIx U C3I1/]H.

Omneparop UCII/In obnagaeT cieayomuM YpOBHEM JAOCTYMA U 3HAHUM:

- obamaeT BCeMHM HEOOXOIWMBIMH aTpuOyTamMu (HAmpuMep, Iaposiem),
o0ecTneYnBaOIMMU JOCTYIT K HEKOTOPOMY MOAMHOXKecTBY [1/]H;

- pacrionaraet KoH(UIEHIIMATbHBIMU TaHHBIMU, K KOTOPHIM UMEET JOCTYII.

5.4 ATMUHHMCTPATOP CeTH

AIIMUHUCTPATOp CE€TH, COTPYAHUK YUPEXKACHUSA, OTBETCTBEHHBIA 34
(bYHKITMOHUPOBAHHE TEJIEKOMMYHUKALIMOHHOU MOJICUCTEMBI NCIIn.
AJIMUHUCTPATOP CETM HE HUMEET MOJHOMOYMMU IS YIPAaBICHUSA IOJCUCTEMAMU
00pabOTKH JTAaHHBIX U OC30IMACHOCTH.

AJIMUHHCTPATOP CETU 00JIAIAeT CIEYIOIUM YPOBHEM JOCTYIIA U 3HAHUM:

- o0namaer 4acThio MHGOPMAIIMK O CHCTEMHOM U TPUKIATHOM TPOTrPAMMHOM
ob6ecrnieuennu UCII/IH;

- o0J1a1aeT 4acThlo MHPOPMAIIMU O TEXHUUYECKUX CPEJCTBAX U KOH(PUTypalu
NCIIdx;
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- UMeeT (U3MYECKUH JOCTYNl K TEXHHYECKUM CpelncTBaM 0O0pabOTKH
uHGOpPMAIIUU U CPEACTBAM 3AIlUTHI;
- 3HAET, 110 MEHBIIEH Mepe, OJJHO JIETAIbHOE UM JJOCTYIIA.

5.5 TexHn4yeckuii crenuaIUCT MO 00CTYKUBAHMIO epudepuiitHOro
000py10BaHUA

TexHuyeckuil crneuuasucT Mo OOCIY)KUBAaHUIO, COTPYAHHUK YUpEexKICHHUS,
OCYHIECTBIISIET OOCIY>KMBaHME M HACTpPOMKy mnepudepuitHoro o00pyAOBaHUsA
NCTIn. Texnnueckuil cnenuainucT mo oociyXuBaHUIO HE umeeT goctyna K [1/1H,
HE HMeEeT MOJHOMOYMM /I yOpaBieHHs MOACHUCTEeMaMd OO0paOOTKM [aHHBIX H
0€30MaCHOCTH.

TexHuyeckuil cneranaucT 1o o0CIy>KUBAaHUIO 00J1aJaeT CIETYIOUIUM YPOBHEM
JOCTYyIla U 3HAHUM:

- o0najaer 4yacThlo MH(pOpPMAIUU O CUCTEMHOM W MPHUKIAJIHOM MPOTrPaMMHOM
ob6ecrieuernnu UCII/IH;

- o0nasaer yacTbio MHGOPMALIMKM O TEXHUYECKUX CPEJICTBAX M KOHPUTypaluu
NCITH;

- 3HAET, I10 MEHBIIIEH Mepe, OJHO JIErAIbHOE UM JOCTYIIA.

5.6 lIporpammuct-pazpadorunx UCIIIn

[IporpammucThi-pa3paboTyuku (MOCTABIIMKK) MPUKIAAHOTO MPOrPAMMHOTO
obecrieueHus, 00eCIeUNBAIONINE €TI0 COMPOBOXK/ICHUE Ha 3amuiiaeMoM oobekre. K
JAHHOM TPYIINEe MOTYT OTHOCUTHCS KaK COTPYJIHUKH YUPEKACHUS, TAK U COTPYIHUKH
CTOPOHHUX OPraHU3AIUN.

JInio 3ToM KaTeropuu:

- obnmamaer wuHopMammedn 00 anropuT™Max U IporpamMmax o0opadboOTKu
undopmaruu Ha UCTI/IH;

- o0najmaer BO3MOXKHOCTSMH BHECEHHMsSI OMIMOOK, HEJACKIapUPOBAHHBIX
BO3MOKHOCTEH, MPOrpaMMHBIX 3aKJIAaJ0K, BPEIOHOCHBIX MPOTPaMM B MPOTPAMMHOE
obecnieuenue UCII/IxH Ha cTagum ee pa3paOOTKH, BHEIPEHUS U COMPOBOXKICHUS;

- MOKET pacmojiaraTh JIOObIMH (parMeHTamMu WHGOPMAIMH O TOMOJIOTHH
UCTI/Iz 1 TexHHYecKuX cpeacTBax oopadotku u 3amuThl [1J[H, 0OpadaThiBacMbIX B
NCIIHx.



22

6 TpeOoBaHus K nepcoHasy no odecnedyeHuro 3amuTol [I1H

Bce corpynnuku VYupexnenus, spigromuecs mnonb3zoBatensimu  MCIIIH,
JOJDKHBI YETKO 3HATh U CTPOTO BBHITIONHATH YCTAHOBJICHHBIC MPaBUia U 00s13aHHOCTH
Mo JOCTYNy K 3allWIIaeMbIM OOBEKTaM W COOJIOICHUIO TIPUHSATOTO pEXUMa
oe3omacHoctu [1]1H.

[Ipu BcTymIeHMHM B JOKHOCTH HOBOTO COTPYAHHMKA HETOCPEICTBEHHBIN
HAYaIbHUK TOJpa3felieHusl, B KOTOPO€ OH IMOCTYMaeT, 00si3aH OpraHU30BaTh €ro
O3HAKOMJICHHE C JODKHOCTHOW MHCTPYKIMEH W HEOOXOAMMBIMH JOKYMEHTaMH,
peraamMeHTUpyrImuMu TpedoBanus mo 3ammre [1/1H, a Takke oOydeHHE HaBBIKaM
BBITIOJIHEHUS TIPOIIEYP, HEOOXOMUMBIX ISl CAHKIIMOHHUPOBAHHOTO HCIOIB30BAHUS
NCTI .

CoTpyIHUK ITOJDKEH OBITH 03HAKOMIICH CO CBEJCHHsIMH Hactosiei [lomutukw,
npUHATHIX nipoueAyp padotsl ¢ anementamu MUCITIn u C3I11H.

CoTtpynHuku  YUpeXJCHHS, HWCIOJB3YIONIME  TEXHUYECKHE  CpelICTBa
ayTeHTU(PUKALIMK, JOJDKHBI  O00ECIIeUYuBaTh  COXPAaHHOCTh  HMJICHTH(PUKATOPOB
(onexTpoHHBIX Kirouel) u He gomyckath HCJl Kk HMM, a Tak k€ BO3MOXKHOCTh HX
yTepH WU MCIIOJNB30BaHUS TPEThbUMHU JHIIaMH. [lomp30BaTeNIn HECYT TIEPCOHATBHYIO
OTBETCTBEHHOCTb 32 COXPAaHHOCTb UACHTU()UKATOPOB.

CoTpynHUKH YUpeXJIeHUs NOJKHBI CIEA0BaTh YCTAHOBJIECHHBIM IMpOILENypaM
nojaepxaHus pexuma oesonacHoctu IT/[H npu BeIOOpE U UCIIOJIL30BAaHUU Haposien

(ecri HE UCTIONIB3YIOTCS] TEXHUUYECKHUE CPEJICTBA ayTeHTU(DHUKAIIUN).

Cotpynnuku YUpexIeHUS IOKHBI 00€CleuuBaTh HAJJICKAIIYIO 3alluTy
000py1I0BaHMS, OCTaBIIEMOro 0e3 MPUCMOTpa, OCOOCHHO B TeX ClIydasx, KOrja B
MOMEIIIEHHEe UMEIOT JOCTYN MOCTOPOHHUE Nnla. Bce monp30BaTenu OJDKHBI 3HATH
TpeboBanus mo Oe3omacHoctd [IJ[H w mporeaypsl 3amMTBl  O00OPYIOBAHMS,
OCTaBJICHHOTO 0€3 MPUCMOTpa, a TaK)KE CBOM O0S3aHHOCTH IO 00ECTICYCHHUIO TaKOMH
3aIUTHI.

CoTpynHukaMm 3ampeniaeTcsl yCTaHaBIMBaTh IOCTOPOHHEE MPOTPAMMHOE
oOecrieueHue, TMOAKIIOYATh JIMYHBIE MOOWJIBHBIE YCTPOWCTBA U  HOCUTETHU
uH(pOpMAaINH, a TaK K€ 3aIUChIBATh HA HUX 3aIIUIIAEMyI0 HHHOPMAIIHIO.

CoTpyaHukaMm 3ampemniaeTcss pasriamaTh  3alluiiaeMylo  WHGOpMAIHIio,
KOTOpas cTaja MM WU3BeCTHa mnpu pabore ¢ WHGOPMAIMOHHBIMUA CHUCTEMaMU
VYupexaeHus, TpPeTbUM JIUIAM.

[Tpu pa6ote c [11n B UCIIQH cotpynauku YupexxaeHus o0si3aHbl 00€CTIeunTh
OTCYTCTBHE BO3MOXHOCTH mnpocmoTpa II/IH Tperbumu nuuamu ¢ moHutopoB APM
WJIM TEPMUHAJIOB.

ITpu 3aBepuienun pabotsl ¢ UCII[IH coTpyanuku 00si3anbl 3amututh APM
WM TEPMUHAIBI C TIOMOIIBIO OJOKUPOBKU KIFOUOM WIIM DKBUBAJICHTHOTO CPEICTBA


Приложение%2018%20Инструкция%20пользователя%20ИСПДн.doc
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KOHTPOJISl, HAIIPUMEDP, TOCTYIOM I10 MAPOJII0, €CIIM HE UCTIONB3YI0TCA 00Jiee CHIIbHBIE
CpElICTBA 3aIIMTHI.

CotpynHuku YupexaeHusi JOJDKHbI OBITh MPOMH(POPMHUPOBAHBI 00 Yrpo3ax
HapyuleHus: pexxuma Oe3onacHocTH IIJIH M OTBETCTBEHHOCTH 3a €ro HapyllIeHHE.
OHu [OKHBI OBITh O3HAKOMIJIEHBI C YTBEPXKIAEHHOW (opmanbHON mnpoueaypoi
HaJOXKEHUsl AUCIUIUIMHAPHBIX B3bICKAHUN HA COTPYAHHUKOB, KOTOPbIE HapyILIMIA
MPUHATHIE OJIMTUKY U Npo1eaypsl 6e3onacHoctu [1/1H.

CotpynHuku 00s13aHbl 0€3 MpoMeJIeHUsT coo0maTh 000 Bcex HaOIIOgaeMbIX
WIH MOA03pUTENbHBIX ciydasx padotel MCIIIH, Morymux nosieub 3a co00i yrpo3bl
o6e3onacHoctu [IJIH, a TakXke O BBISIBICHHBIX HUMHU COOBITHUSAX, 3aTPardBaroOIIMX
6e3onacHocTh [1/lH, pyKOBOACTBY MOApa3/ielieHUs W JIMIly, OTBEYAIOIIEeMy 3a
HEMEJJICHHOE pearupoBaHue Ha yrpo3bl 6e3onacHocTu [1J1H.
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7 J10JIKHOCTHBIE 00si3aHHOCTH noJib3oBareneil MCIIIn
HomxHocTHbIE 00s3aHHOCTH nonb3oBareneil UCII/IH onucansl B cleayrommx
JOKYMEHTAX:
- MacTpykimsa agmunuctparopa UCIT/IH;

- MacTpykimsa agmuanctparopa 0ezonacuoctu UCIIH;

- UacTpykimsa nonb3oBareis MCIIIH;

- UHCTpYKIIMS ITOIB30BATEIS] HPU BO3HUKHOBEHUM BHEIITATHLIX CUTVaIlUH.



Приложение%2017%20Инструкция%20администратора%20ИСПДн.doc
Приложение%2019%20Инструкция%20администратора%20безопасности%20ИСПДн.doc
Приложение%2018%20Инструкция%20пользователя%20ИСПДн.doc
Приложение%2020%20Инструкция%20пользователя%20по%20обеспечению%20безопасности%20обработки%20персональных%20данных,%20при%20возникновении%20внештатных%20ситуаций.doc
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8 OTBercTBeHHOCTH coTpyaHukoB UCIIIH Yupexnenus

B cootBerctBUHM co cT. 24 @enepanbHoro 3akoHa Poccuiickont denepanuu ot
27 nrons 2006 r. Ne 152-®3 «O mnepcOHaNbHBIX NAHHBIX» JIMI[A, BUHOBHBIC B
HapyuieHuu TpeOoBaHUil naHHOro defepasbHOr0 3aKOHA, HECYT TpPaKIaHCKYIO,
YrOJIOBHYIO, aJIMUHUCTPATUBHYIO, AUCIUIUIMHAPHYIO W HWHYIO MPEIyCMOTPEHHYIO
3aKOHOaTesbcTBOM Poccuiickoit dengepaniii OTBETCTBEHHOCTD.

JleiicTByto111ee 3aKOHOAATENbCTBO PD mO3BOMISET NMPEABABIATh TPEOOBAHUS 110
oOecrieyeHuto  Oe3omacHOM  paboThl ¢  3amMinaeMod  uHpopmanuedn u
npelycMaTpUBaeT OTBETCTBEHHOCTh 3a HapylIeHHE YCTAaHOBJICHHBIX IPaBUI
skcrryarauu 9BM u cuctem, HenmpaBOMEpHBIA J0CTYyN K MH(OpManuu, €cilu 3TU
JEUCTBUSL MIPUBEIN K YHUUTOXXEHHIO, OJIOKUPOBAHUIO, MOAM(PUKALNK HUHPOpMaALIUU
WK HapyiieHuto pabotsl DBM unu cerelt (ctateu 272,273 u 274 YK PO).

Anvunuctpatrop WCIIJlH wu  aamuHucTpaTop  OE€30MACHOCTH  HECYT
OTBETCTBEHHOCTh 32 BCE JCHCTBHS, COBEpIIECHHbIE OT UMEHU MX YYETHBIX 3amucei
WIM CUCTEMHBIX YUETHBIX 3aluceH, eCiii He JoKa3zaH (PakT HEeCaHKIIMOHUPOBAHHOTO
UCIIOJIb30BaHMS YUETHBIX 3aMHUCeil.

[Ipu HapymieHHsX COTpyAHMKaMU YupexaeHuss — noisb3oBateneid WCIIH
OpaBWI, CBsA3aHHBIX C Oe3omacHocThio [IJ[H, OHM HecyT OTBETCTBEHHOCTD,
YCTAHOBJICHHYIO JECWCTBYIOIIUM 3aKOHOIATENbCTBOM Poccuiickoit Denepanuu.

[IpuBeneHHbie BbIIEe TPeOOBaHHMS HOPMATHUBHBIX JOKYMEHTOB IO 3aIllUTE
UHGOpMAIIMK  JTOJDKHBI  OBITh  OTpakeHbl B [lonokeHUsIX o Moapa3aesieHusIx
Yupexnaenus, ocymectisomux o6padorky I[I/ln B MCII[IH ¥ J0KHOCTHBIX
UHCTPYKUHUSX COTPYIHUKOB Y UpeKIACHUSI.

Heo6xomumo BHectn B IlonmoxkeHus o moApa3feieHUsAX YUpekIaeHUs,
ocymectBisitorux o6pabotky I1[n B UCII/In cBenenust 06 OTBETCTBEHHOCTH HX
PYKOBOOUTENEH M COTPYAHHKOB 3a pa3rjallleHHE W HECAaHKIMOHUPOBAHHYIO
Moaudukanuio (uckaxenue, danscuduxanuio) [1/[H, a Taxke 3a HempaBOMEpHOE
BMEUIATEIBCTBO B MIPOLIECCHI UX aBTOMAaTU3UPOBAHHON 00pabOTKH.
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9 CnucoK HCIMOJIbL30BAHHBIX HCTOYHHKOB

OCHOBHBIMM HOPMATHBHO-TIPABOBBIMH W METOJUYECKHUMH JOKYMEHTaMH, Ha
KOTOpbIX Oazupyetcs HacTosee [lonoxkenue ABIAOTC:

1 ®enepanbubiii 3akon ot 27.07.2006 1. Ne 152-03 «O mnepcoHaIbHBIX
naHHBIX» (nanee — @3 «O mepcoHaTbHBIX JAHHBIX)»), YCTaHABIUBAIOUINN OCHOBHBIC
NPUHIMUIBL U ycnoBusi oOpabotku IIJH, mpaBa, 00s3aHHOCTH W OTBETCTBEHHOCTH
YYaCTHUKOB OTHOILIEHHH, CBSI3aHHBIX ¢ 00padoTKoii I1/H.

2 «[lonoxenune o0 obGecriedyeHNH OE30MACHOCTU TMEPCOHAIBHBIX JAHHBIX MPU
ux o0paboTke B HMHPOPMALMOHHBIX CHUCTEMaxX TMEPCOHAJIbHBIX  JIAHHBIXY,
ytBepxkAeHHoe [loctanoBnennem IIpaBurenscrBa PO ot 17.11.2007 r. Ne 781.

3 «[lopsimok  mpoBeneHHs  KIacCU(PUKALUU  HHPOPMALUOHHBIX  CUCTEM
NEPCOHANBHBIX JAAHHBIX», YTBEpKIAeHHbIM coBMecTHBIM [Ipukazom ®CTOK Poccun
Ne 55, ®CB Poccuu Ne 86 1 Munundopmcessizu PO Ne 20 ot 13.02.2008 r.

4 «Ilonoxxenne 00 OCOOEHHOCTSIX OOpabOTKM TEPCOHANBHBIX JIaHHBIX,
OCYHIECTBIISIEMON 0€3 WUCIHOJIb30BaHUS CPEJCTB aBTOMAaTH3aLMUY», YTBEPHKICHHOE
IToctanoBnenuem IlpaBurensctBa PO ot 15.09.2008 r. Ne 687.

5 «TpebGoBaHMs K MAaTEPUAIBHBIM HOCUTENIIM OMOMETPUYECKUX MEPCOHATBHBIX
JAHHBIX U TEXHOJOTUSAM XPaHEHUS TaKUX JaHHBIX BHE HMH(OPMALMOHHBIX CHCTEM
IEepCOHANIBHBIX JAaHHBIX», yTBepxkAcHHbIE [locTaHOBNEeHUeM IlpaButenscrBa PO ot
06.07.2008 r. Ne 512.

6 HopmatuBHO-MeTOMueckue JOKyMeHTHl DenepanbHoil  Ciy’kObl 1O
TEXHUYECKOMY M SKCIIEPTHOMY KOHTpoito Poccuiickoit @enepanuu (ganee - ®CTIOK
Poccun) o odecrieuennro 6e3onacHoctu I1/In npu ux o6padorke B UCIT/IH:

7 PexoMenaanuu no odbecrneyeHno 0€30MacHOCTH NEPCOHABHBIX JaHHBIX IPU
uxX 00paboTke B MH(POPMAIMOHHBIX CHCTEMax MEPCOHAIBHBIX TAaHHBIX, YTB. 3aM.
nupekropa @®CTIOK Poccum 15.02.08 r. (JICII)

8 OCHOBHBIE MEPOMPHUATHS 10 OPraHU3aLMU M TEXHUYECKOMY OOECIeueHHUIO
0e30MacHOCTH TEPCOHANBHBIX JaHHBIX, 00padaThiBaeMbIX B HH(POPMAIITMOHHBIX
CUCTEMaX MNEPCOHANIbHBIX JaHHbIX, YTB. 3aM. qupekropa @CTIK Poccun 15.02.08 r.
(ACII)

9 bazoBast Mozaenb yrpo3 O€30MacCHOCTH MEPCOHANBHBIX JaHHBIX MPH HX
0o0paboTke B HH(OPMALMOHHBIX CHUCTEMaX MEPCOHANbHBIX JaHHBIX, YTB. 3aM.
nupekropa @CTIK Poccum 15.02.08 r. (ACII)

10 Metoauka omnpeneneHus] akTyalbHBIX Yrpo3 0€30MacHOCTH MEPCOHATIbHBIX
JaHHBIX MPU X 00paboTke B MH(OPMALMOHHBIX CHCTEMaxX MEPCOHAJIbHBIX JaHHBIX,
YTB. 3am. IUpeKTopa OCTOK Poccuu 15.02.08 r. (ACID)
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[Ipunoxenue 1

Ne [Tnan - mepeyeHb TEXHUYECKUX MEpONpUATHiA 1o obecriedyennn 6e3onacHocTa UCIT/] K3 K2 K1

| :
B mojicucreme ynpaBiieHus 1OCTYIIOM:
PeanuzoBaTh naeHTH(PUKALNIO U TIPOBEPKY MOIITUHHOCTH CYOBEKTOB JIOCTYIA TIPH

1 BXxoji¢ B onepannoHuyto cuctemy UCII/Ix mo maposto ycaoBHO-TTOCTOSIHHOTO + + +
JEHCTBUS, IJTMHOW HE MEHEE MIECTH OYKBEHHO-IIU(POBBIX CHMBOJIOB;
PeanuzoBaTh naeHTHUKAINIO TEPMUHAIOB, TEXHHYECKUX cpeAcTB 00padoTku [1/1H,

2 y350B UCIT/IH, KOMIOBIOTEPOB, KAHAJIOB CBsI3H, BHEIHUX ycTpoilcTB MCII/IH no ux - + +
JIOTUYECKUM UMEHaM (azjpecam, HOMEpaMm);

3 PeanuzoBaTh naeHTHUKAMIO TPOTpaMM, TOMOB, KaTajJoToB, (paiiyioB, 3armmcei, i + +
MOJIeH 3amuCcel 0 UMEHaM;

4 Peanu3oBaTh KOHTPOJIb AOCTYIA CYOBEKTOB K 3aIMIAEMBIM PECYPCaM B + +
COOTBETCTBUU C MaTPUIIEH TOCTYIA;
npu Hammanu noakoueHus UCIIIH k ceTsim 00111ero mojas30BaHus T0DKHO He mmxe 5-ro He mmxe 4-ro He mmxe 3-ro
MIPUMEHATHCS MEXCETEBOE SKPAHUPOBAHHUE. OBHS OBHSI OBHS

5 yp yp yp

3AIIUILEHHOCTH | 3aIUILEHHOCTH | 3alUILIEHHOCTH
Jlns obecrieueHns 6e301macHOro MexcereBoro B3anmoaeictus B UCITIH s
Pa3HbIX KJIACCOB HEOOXOAUMO HCIOJNIb30BaTh MO
He nmxke 5-ro | He Hmwke 4-ro | He Hmxke 3-To
6 YpOBHS YpOBHS YpOBHS
3AIIUILEHHOCTH | 3aIUILEHHOCTH | 3aIUILIEHHOCTU
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CpeacTBo 3aUIMThI OT MPOTPAMMHO MaTeMaTudeckux Bo3aencTauii (IIMB):

PeanuzoBaTh HACHTU(UKAIIUIO M ayTEHTU(PUKALNIO CYOBEKTOB JI0CTYIIA TIPU BXOJE B
CPEICTBO 3aILUTHI OT IPOrpaMMHO MaTemMaTuueckux BosaeicTeuil (IIMB) u nepen
BBITIOJTHEHUEM UMHU JIFOOBIX OTIepanuii 10 YIpaBIeHUIO QYHKIUAMU CPEACTBA
3amuThl oT [IMB 1o maposro (1iiu ¢ ucroib30BaHUEM UHOTO MEXaHU3Ma
ayTeHTU(UKAIMH) YCIOBHO-TIOCTOSTHHOTO JICHCTBHSA JUTMHOW HE MEHEe MIECTH
OYKBEHHO-IIM(POBBIX CHMBOJIOB;

OcymiecTBIATh KOHTPOJIb JIFOOBIX AEUCTBUN CyOBEKTOB JIOCTYIA MO YIPABICHUIO
¢GbyHKIMSAME cpecTBa 3amuThl oT [IMB TonBbKO MOCHE MpoBeIeHUs €ro yCrnemHon
ayTeHTU(PUKALIUH;

[IpeaycMoTpeTs MeXaHU3MBI OJIOKMPOBAHUS JIOCTYIIA K cpeacTBaM 3amuTthl ot [IMB
MPY BBIMOJHEHUHM YCTAHABIMBAEMOIO YK CIIa HEYTAYHBIX MOMBITOK BBOIA MapOJIs;

Heob6xonumo npoBoauTh uieHTHGUKaLUIO (hailioB, KaTajaoros, MPOrpaMMHBIX
MO/JIyJIEH, BHEIIIHUX YCTPOMCTB, HCIOJIB3YEMBIX CpeACTB 3amuThl oT [IMB;

B nozacucreme peructpanuu u ydera:

OcymecTBIATh perucTpaIuio Bxoaa (BeIX01a) CyObeKTa IOCTyIa B cucTeMy (U3
CUCTEMBI), TUOO PErUCTPALIMIO 3arPy3KU U MHUILMAIHU3AINH OTIEPAllMOHHON CUCTEMBbI
U ee MporpaMMHOI0 OCTaHOBA. Perucrpaiys BbIX0Aa U3 CUCTEMbI T OCTaHOBA HE
MPOBOJUTCS B MOMEHTHI annaparypHoro otkiatouenuss UCII{x. B mapamerpax
perucTpaium yKa3blBaloTCs JaTta U BpeMs BXoJa (BbIX0/1a) CyObeKTa JOCTyIa B
cucTeMy (M3 CUCTEMBbI) WIIN 3arpy3Ku (OCTaHOBA) CHCTEMBI;

[IpoBOAKMTH y4eT BCEX 3alIMIIAEMbIX HOCHTENEH HH(OPMAIIUU C TIOMOIIBIO MX JTFO00M
MapKUPOBKH U C 3aHECEHUEM YUETHBIX JaHHBIX B KypHaI (YYETHYIO KAPTOUKY);

[TpoBOIUTH perucTpaluio BXoaa/BbIX0/1a CyObEKTOB JIOCTYMA B CPEACTBO 3alIUTHI OT
[IMB, peructpaiiuio 3arpy3ki 1 HHULHAIU3AIIU 3TOTO CPECTBA U €€
MIPOrpaMMHOTO OCTaHOBa. B mapameTpax perucrpanuu yka3bIBacTCsl BpeMs U JaTa
BXO0/1a/BbIX0JIa CYOBEKTa AOCTYIA B CPeCTBO 3amuThl oT [IMB wmiu
3arpy3Ku/0CcTaHOBa 3TOTO CPEJICTBA, a TAKXKe UACHTU(UKATOP CyOBhEeKTa AOCTYIIA,
WHUIMUPOBABIIETO JaHHBIE TEHCTBUS;
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[TpoBoaNTH perucTpanuio coobITuii mpoBepku 1 oOHapyxenus [IMB. B mapamerpax
perucTpaIyy yKa3plBalOTCsl BpeMs U J1aTa MpoBepku win oOHapyxenus [IMB,
UACHTUDHUKATOP CYObEKTa JOCTYIa, MHUIIMUPOBABIIETO JAHHBIC ACUCTBUS, XapaKTep
BBITIOJTHSIEMBIX JEHCTBUI MO TPOBEPKE, TUIT OOHAPY>KEHHOI BPEIOHOCHOM
nporpammsl (BI1), pe3ynbrat neiictBuii cpeacTa 3anuThl o Onokuposanuio [IMB;

[IpoBOoANTH perucTpairio COOBITUI IO BHEAPEHHUIO B CpeICTBO 3amuThl oT [IMB
nakeToB OOHOBJIEHUH. B mapamerpax perucrpanuu yka3blBaloTCsl BpeMs U JaTa
0OHOBJIEHHUSI, UACHTU(PUKATOP CYOBEKTa JOCTYIA, MHUIIUUPOBABILIETO JAHHOE
JIeficTBHE Bepcusl 1 KOHTPOJIbHASI CyMMa NakeTa OOHOBJICHUS;

[IpoBoauTh perucrpainuio cCoObITUH 3amycKa/3aBepileHus padoTsl MOIyJIel cpeacTBa
3amuTsl oT [IMB. B mapamerpax perucrpanny yka3blBarOTCSl BpeMs U J1aTa
3aIycKka/3aBeplieHus padoThl, HACHTUPUKATOP MOIYISI, UACHTUPHUKATOP CyObeKTa
JOCTyTa, UHUIIUUPOBABLIETO JIaHHOE JICHCTBUE, PE3YAbTAT 3ayCcKa/3aBepIICHUS
paboTh;

JIOJI’KHA MTPOBOIUTHCS pEruCTpalysi COOBITUI YIpaBlIeHUs CyObEKTOM JIOCTYyIa
¢dbyakuusmMu cpenctsa 3anuthl oT [IMB. B mapamerpax peructpamnuu yka3bIBalOTCS
BpeMsl M JlaTa COOBITHS yIpaBJIeHUS KaXa0u QyHKIIMEH, uaeHTH(GUKATOp 1
cnenuduranus GyHKIuN, HACHTHPUKATOP CYObEKTa JOCTYIA, MHUIIUHPOBABIIIETO
JTAHHOE JIEMCTBUE, PE3YyIbTaT ICUCTBUSI;

[IpoBoauTh peructpanuio COObITUN MOMBITOK IOCTYTA MPOTPAMMHBIX CPEJICTB K
MOAyJIAM cpencTBa 3amuThl oT [IMB unu cniennansHbiM 0ByIIKaM. B mapamerpax
perucTpalyy yKa3blBalOTCsA BPEMS U JlaTa MOMBITKA JOCTYIA, UACHTUPUKATOP
MOy, uAeHTU(GUKATOP U crienndukamnus MoAyIs cpeacTsa 3amutsl oT [IMB
(cmenManbHOM JOBYIIKH), PE3YJAbTAT MOMBITKU IOCTYIA;

[IpoBOoaMTH perucTparnuio coOObITUI OTKaTa JJIs cpeacTBa 3anuThl oT [IMB. B
napaMmeTpax perucTpaliy yKa3bIBalOTCs BPeMsl U JjaTa COOBITHS OTKATa,
crenuduKanus AeWCcTBU 0TKaTa, HACHTU(PUKATOP CyObeKTa JOCTYIIa,
VHULMUPOBABILETO TAHHOE JACHCTBUE, pe3yJIbTaT ACICTBUS,

10

OObecnieunTsb 3alUTY JAHHBIX PErUCTPALUU OT UX YHHUUTOKEHHS WM MOIUPUKALUU
HapyLIuTenem;
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11

Peanu3oBaTe MEXaHU3MBI COXPAHEHUS JAHHBIX PETUCTPALUU B CIy4ac COKPALLCHUS
OTBEJCHHBIX I10J] HUX PECYPCOB;

12

PeanuzoBaTh MeXaHU3MBI IPOCMOTpPA U aHATIN3A TAHHBIX PETUCTPALIMH U UX
(GuIbTpaAIUU 1O 33JaHHOMY Ha0Opy MapamMeTpoB;

13

[TpoBOANTE aBTOMATHYECKUN HETIPEPHIBHBIN MOHUTOPUHT COOBITHIA, KOTOPBIE MOTYT
SIBISATHCS pUunHON peanm3anuu [IMB (co3nanue, perakTupoBaHue, 3alKCh,
KOMIWISIIUS 00bEKTOB, KOTOpbIE MOTYT cozepkath BII).

14

Peanu3oBaTh MEXaHW3M aBTOMAaTUYECKOTO aHAIN3a JaHHBIX PETHUCTPALIUH I10
mabaoHaM TUHOBBIX nposiBieHuid [IMB ¢ aBToMatnueckum ux OJOKUPOBAHUEM U
YBEJIOMJIEHUEM aJIMUHUCTPATOPa O€3011aCHOCTH;

15

[IpoBOIUTH HECKOJIBKO BHAOB y4eTa (IyOIHUPYIOIIHNX) C pETUCTpalel Bblaun
(mpuema) HocuTenel nHpopMaluy;

16

OcymiecTBIATh pErucTpaluio BXoAa (BbIX0/1a) CYOBbEKTOB JIOCTyIa B CHCTEMY (U3
CHCTEMBI), TNOO perucTpaiys 3arpy3ku 1 MHULUAIU3A1H OTIEPALIMOHHOM CHCTEMBI.

17

OcCyIIecTBIATh PETUCTPAIMIO BBIIAYH MEYaTHBIX (Tpa@HUUecKiX) TOKYMEHTOB Ha
«TBEPIYIO» KOMHIO. B mapameTpax perucrpamnu ykasbIBaroTcs (1ata i Bpemst
BbI1a4K (0OpaIIeHuUs K TIOJCUCTEME BBIBOIA), CIICU(HKAIMS YCTPOUCTBA BBLIAYH —
JIOTUYECKOE UMs (HOMEpP) BHEIIHEr0 YCTPOMCTBA, KPATKOE COJICPIKAHKE
(HauMeHoBaHue, BUJI, HQP, KOJI) ¥ YPOBEHb KOH(MUICHIIUATLHOCTH JOKYMEHTA,
UACHTUDHUKATOP CYObEKTa JOCTYIA, 3alPOCUBIIIETO JJOKYMEHT;

18

Ocy1iecTBIATh PErUCTPALHIO 3aTyCKa (3aBEepIICHUS) TPOrpaMM U MPOIIECCOB
(3amanuid, 3a/1a4), MpeHa3HAYCHHBIX JUIs 00paObO0TKM 3anuinaemMeIx (aiaos. B
napaMmeTpax perucTpaluy yKa3pIBalOTCs JaTa U BpeMs 3amycKa, uMs
(unenTuduKaTop) MporpaMMsl (Iporecca, 3a1aHus), UACHTHPUKATOP CyObeKTa
JIOCTYIIa, 3alPOCUBILIETO MTPOrpaMMmy (IIpoliecc, 3alaHue), pe3yabTaT 3amycKa
(ycnenHslii, HeyCHeIHbI — HECAHKIIMOHUPOBAHHBIH),
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19

OcCymecTBIATh PETUCTPALMIO IONBITOK JOCTYIAa IPOIPaMMHBIX CPEICTB (IpOorpamm,
MPOILIECCOB, 33/1a4, 3aJJaHuil) K 3aIuiaeMeiM (aitiaMm. B mapamerpax perucrpaiuu
YKa3bIBAIOTCS JlaTa M BPEMs MOTBITKU JTOCTYIA K 3allriacMomMy Gaiiy ¢ ykazaHueM
ee pesysbTara (yCIelHas, HeyClelIHas — HeCAHKIIMOHUPOBaHHasl), MACHTU()UKATOP
cyOBeKTa JToCTyNa, crienudukanys 3amumnaemMoro daina;

20

OcymiecTBIATh pErUCTPALMIO MONBITOK JOCTYIa IPOrPaMMHBIX CPEICTB K
CJIEYIOIIMM JIOTIOHUTEIBHBIM 3alUIIaeMbIM 00bEKTaM JJOCTYyIIa: TEPMUHAIIAM,
KomrbioTepam, y3nam cetu MCIIIH, muansM (kaHaiaMm) CBSI3U, BHEITHUM
yCTpOiiCTBaM KOMIIbIOTEPOB, porpaMmam, ToMam, Karajaoram, Qaiinam, 3anucsm,
oJIsIM 3anucell. B mapaMerpax perucTpanuy yKa3blBaroTCsl 1aTa U BpeMs NOTMBITKU
JI0CTYTIa K 3alllMIaeMOMYy OOBEKTY C yKa3aHHEM €€ pe3ysbTara (yCHeliHas,
HeycIenIHas — HeCaHKIMOHUPOBaHHasl ), MACHTU(PUKATOP CyObeKTa JOCTYIIa,
crenupuKanus 3aliiaeMoro 00beKTa — Joruueckoe uMs (Homep);

21

[IpoBOIUTH yueT Bcex 3alllUIaeMbIX HOCUTENEeH HHPOPMAIIUH C TOMOLIBIO UX
MapKUPOBKH U C 3aHECEHNEM YUETHBIX JTaHHBIX B JKypHaJ (YUETHYIO KapTOUKY);

22

OcymiecTBIATh OUYUCTKY (OOHYyIIEHHE, 00e3THIMBaHNE) OCBOOOKIAeMBIX 00IacTei
OIEPaTUBHOMN MaMITH KOMIIbIOTEPOB M BHEIIHUX HakomuTenen. OuncTka
OCYILIECTBIISIETCS] OJTHOKPATHOM MPOU3BOJILHOM 3aMKChI0 B 0CBOOOXKIaeMYI0 001aCTh
MaMsTH, paHee UCTOIb30BAaHHYIO Ui XpaHEHUS 3alUIaeMbIX JaHHbIX ((ailios,
nHpopManun);

B nozacucreme o0ecreyeHns eI0CTHOCTH:

O6ecneunTh 1EIOCTHOCTh TPOrPAMMHBIX CpecTB 3amuThl B coctaBe C3I1/IH, a
TaK)Ke€ HEM3MEHHOCTb MTPOrpaMMHOM cpeabl. [Ipu 3TOM 11eJI0CTHOCTD CPEesICTB 3alIUThI
IIPOBEPSIETCS MPHU 3arpy3Ke CUCTEMBI [0 HAJTMYUIO UMEH (MIeHTU(UKATOPOB)
koMmroHeHT C3I1/IH, eIocTHOCTh MPOrpaMMHOM cpeibl 00ecTieunBaeTCs
orcyrctBueM B ICIIJIH cpencTB pa3pabOTKH U OTIAAKU IPOTpaMM;

OcymectBiatek ¢pusndeckyro oxpany UCII/IH (ycTpoHcTB 1 HOCUTENei
uHpopMalMn), IpeycMaTpuBaroiias KOHTpoJb foctyna B nomerenus MCII/In
IIOCTOPOHHUX JIUL], HAJTMYNE HAIEKHBIX MPEIATCTBUM 11 HECAHKLIMOHUPOBAHHOTO
npoHukHoBeHus B nomenenust UCITJIH n xpanuiuiie Hocuresed nHdpopmaium;
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[TpoBoauTh nepuoanyeckoe TectupoBanue pynkuuit C3I11n npu n3mMeHeHnn
nporpaMmMHo# cpenbl 1 nepconana MCIIJIH ¢ momolibio TeCT-Iporpamm,
umutupyromux nonsitku HC/L;

JIOJKHBI ObITh B HAIMYMU cpescTBa BoccTaHoBiaeHust C3I1/1H, npexycmarpuBaromiue
BEJICHUE JIBYX KOTIMI MPOTPAaMMHBIX CPEJICTB 3aIIUTHI HH(OPMAIHH, UX
MIEPHOINIECKOE OOHOBJICHHE U KOHTPOJIbL PA00OTOCTIOCOOHOCTH;

[TIpoBoaUTH MPOBEPKY LETOCTHOCTH MOAYJEN cpeacTBa 3amuThl OT [IMB,
HEOOXOUMBIX JUIsl €70 KOPPEKTHOTO (PYHKIITMOHUPOBAHMSI, IPU €0 3arpy3Ke ¢
HCIMOJIb30BAHUEM KOHTPOJBHBIX CYMM;

ObecneunTh BO3MOKHOCTh BOCCTAaHOBJIEHUS cpecTBa 3auTel oT [IMB,
peycCMaTpUBAIONIasl BEJCHUE IBYX KOIHIA MPOTPAMMHOTO CPEJICTB 3aIlUTHI, €ro
MePUOANIECKOEe OOHOBJICHHE U KOHTPOJIb pabOTOCIIOCOOHOCTH;

PeanuzoBaTh MeXxaHM3MBbI IPOBEPKH LIEJTOCTHOCTH MAKETOB OOHOBIIEHUH CpesicTBa
3amuTsl oT [IMB ¢ ucnosib30BaHNEM KOHTPOJIBHBIX CYMM;

[TpoBoauTh pe3epBHOE KonmpoBanue [1/]H Ha oTuyk1aeMble HOCUTENH HH(OPMAIHH;

B noacucreme aHTUBUPYCHOM 3aIlIUTHI:

[IpoBoauTh aBTOMaTHYECKYIO MTPOBEpKY Ha Hanuuue BII wnu nocnencrsuii [IMB
nipu umnopte B MCII/[x Bcex mporpaMMHBIX MOIYJEH (MPUKIIAIHBIX POTrpamMM),
KOTOpbIe MOTYT cofiepxaTh BII, Mo uX TUMOBBIM 11a0JI0HAM U ¢ TOMOIIBIO
HBPUCTUYECKOTO aHAIIN3a;

Peamm3oBaTh MeXaHU3MBI aBTOMAaTHYSCKOT'O 6J'IOKI/IpOBaHI/I5[ O6H3py>KCHHBIX BII
IMyTEeM HUX YAAJIICHHUA U3 IPOTPAMMHBIX MOI[y.]'ICﬁ HJIN YHUYTOKCHU,

PerynsipHo BeIIONHATH (MIpH 1epBoM 3amycke cpeacTs 3ammthl [1IJ{n ot [IMB u ¢
yCTaHABIMBAEMO MEPUOINYHOCTHIO) MPOBEPKa Ha MpeaMeT Hanuuus B HuX BIT;

JlomkHa HHULIMUPOBaAThCs aBToMarnueckas nposepka MCII/IH Ha mpenMeT Hanuuus
BII npu BeisiBennu ¢akra [IMB;
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Peanu3oBaTe MEXaHU3M OTKAaTa JUIsl YCTaHABIMBAEMOIO YHCIIA ONIEPALUN yIaJIeHUs
BII u3 onepatuBHOM WK MOCTOSIHHOW ITAMSTH, U3 IPOrPAMMHBIX MOIYJIEH U
MPUKJIAJHBIX IPOrPaMM WM POTPAMMHBIX CPEICTB, cofepxkammx BIl.

HononuurensHo B UCII/IH nomkeH npoBOANTHCS HENPEPBIBHBIN aBTOMAaTUYECKHI
MOHHUTOPHHT MTH(GOPMAIIMOHHOTO OOMEHA ¢ BHELIHEN CEThIO C 11eJ1bI0 BblsiBiIeHUs BIIL.

VI

KonTponas orcyrcteus H/AB B 110 C3U1

Jlj1g mporpaMMHOTO oOecrieueHusl, UCI0Ib3yeEMOT0 IIPU 3aluTe UHPOpPMAIUU B
UCTIdn (cpencts 3amuthl nHGopMaruu — C3U, B TOM yucie 1 BCTPOSHHBIX B
00111ecuCTeMHOE U TIPUKJIAAHOE ITporpamMmmMHoe obecniederue — [10), nomkeH ObITh
o0ecrnedyeH COOTBETCTBYIOIINN ypOBEHb KOHTPOJIA OTCyTcTBUs B HeM H/IB (He
JIEKJIApUPOBAHHBIX BO3ZMOYKHOCTEN).

VIl

O6napyxenue sropxernit B UCI1JIxn

OObHapyxeHue BTOPKEHHUH JOHKHO 00eCeunBaThCs MyTEM MCI0JIb30BAHUS B
coctae MCIIJIH mporpaMMHBIX WJIM TPOrPaMMHO-aIapaTHBIX CPENICTB (CUCTEM)
oOHapyxenus sropxkenuii (COB).

Heo6xomumo 00s13aTeIbHOE UCTIOTB30BAHUE CUCTEMBI OOHAPYKEHHUS CETEBBIX aTak,
WCTIOJIb3YIONINE CUTHATYPHBIC METOIbI aHAIIN3A

Heo6xomumo 00s13aTeIbHOE UCTIONTB30BAHNUE CUCTEMBI OOHAPYKEHUS CETEBBIX aTaK,
WCTIOJIB3YIONINE CUTHATYPHBIC METO/Ibl aHAJTN3a H METO/IbI BBISIBJICHHUS aHOMAJIHIA

VIl

3amura UCITJIn ot [IDMUH

Jliia 06paboTku nHpopmanuu HeoOxoauMo ucnoibzoBats CBT, ynosierBopsitorne
TpeboBaHusAM cTaHaapToB Poccuiickoit denepariuu 1Mo 3JIeKTPOMArHUTHON
COBMECTHMOCTH, 110 0€30MaCHOCTH M SPrOHOMHUYECKUM TPeOOBAHUIM K CpEACTBaM
0TOOpaxeHust HPOPMAIUH, IO CAHUTAPHBIM HOPMaM, MPEIbIBISIEMBIM K
BUJIcoauCIUIeHHbIM TepMuHanam [19BM (nampumep, 'OCT 29216 91, TOCT P
50948-2001, TOCT P 50949-2001, TOCT P 50923 96, CaunlluH 2.2.2.542 96).

Onenka cootBerctBust UCIIln Tpe6oBanusm 6e3onacHoctu 110

[IpoBectu 00s3aTenbHYI0 CepTUPHKAIUIO (aTTECTAIUIO) TT0 TPEOOBAHUSIM
6e3o0macHOCTH HH(OpMaIINH;
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2 JlekapupoBaTh COOTBETCTBHE WIIH 00S3aTEIbHYIO CePTUDHUKAINIO (ATTECTAIHIO) O

+ - -
TpeboBaHUsIM Oe30macHOCTH HH(GOPMAIUH (TI0 PEIICHHUIO ONIePaTopa);

[Tpumeuanue: Jns UCII/In 4 knacca nepedenb Meponpuatuid no 3amure [1/[H onpenenserca B 3aBUCUMOCTH OT yiiepOa
KOTOPBIN MOKET OBITh HAHECEH B CIIE€JCTBUU HECAHKIIMOHUPOBAHHOTO WX HEMpeAHaMepeHHoro goctyna K [1/1H.
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